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ABSTRACT

This study investigates the relationship between cybersecurity training practices
and employee work performance at Global Treasure Bank (GTB), emphasizing the
impact on organizational cybersecurity strength in the digital financial landscape. The
research employs a quantitative approach, utilizing structured questionnaires
distributed among 150 IT managers and staff across 150 branches in Myanmar, using a
five-point Likert scale. The data is used to analyze the relationships between the
independent and dependent variables. The training needs, the training objective, the
training content, the training methods, and the training evaluation are considered
independent variables; the employee behavior and employee work performance
considered a dependent variable. Regression analysis exposed a positive and significant
relationship between employee job performance and selected cyber security training
practices, except for training methods in GTB Bank. Additionally, it has been found
that cybersecurity training techniques have the most significant impact on employee
work performance. The results of this study the need for financial institutions to invest
in robust, ongoing training programs tailored to the specific challenges of the
cybersecurity landscape. By doing so, banks like GTB can enhance their resilience
against cyber threats, ensuring the protection of their assets and maintaining the trust

and confidence of their customers.
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CHAPTER |
INTRODUCTION

In the digital era, as technology becomes increasingly integrated into daily life,
the need for robust cyber security measures becomes more apparent, especially with the
rise of cyber threats in sectors like banking. Financial institutions face escalating risks
and threats in the evolving digital landscape, underscoring the importance of
implementing proactive cyber security strategies. Employees are the most valuable
asset for any company, as they significantly influence the organization's success and
profitability (Afsana et al., 2016). Recognizing this, the banking sector places
significant emphasis on cyber security training practices to equip its employees with
the skills and knowledge needed to combat cyber threats. Yozi, N. A. (2018) stated that
training and development programs not only assist employees in enhancing their skills
and performance but also play an essential role in motivating them.

Employee work performance, coupled with the effective implementation of
cybersecurity practices, is an essential for protecting organizational assets and
maintaining operational integrity. A well-trained workforce is better equipped to
identify and respond to potential threats, improving productivity, efficiency, and
finally, organizational success. Thus, examining the effectiveness of cyber security
training practices on employee work performance becomes imperative in the context of
the banking sector.

Recognizing that cyber security is a collective responsibility, this study focuses
on the essential intersection of technology and human behavior. Employee performance
is an essential factor in GTB Bank cyber security training, empowering the workforce
to recognize and respond to threats effectively.

The bank Global Treasure Bank was established on 15" February 1996 as the
Myanmar Livestock and Fisheries Development Bank (MLFDB). It transformed into
GTB Bank (Public Company Limited) on 1 July 2013, following approval from the
Ministry of National Planning and Economic Development (MNPED), Directorate of
Investment & Company Administration (DICA). GTB Bank (Public Company Limited)
operates as a commercial bank licensed by the Central Bank of Myanmar (CBM) to
engage in various financial activities It holds licenses for domestic banking, money

changing, and authorized dealer services, enabling it to offer foreign banking services.



The bank branches must prioritize cyber security due to the digitalization of services.

GTB Bank employees need the knowledge and skills necessary to secure
sensitive information and respond effectively to security incidents. By teaching
employees little by little each day, the risk of security breaches is reduced, while
ownership and accountability among employees are increased. This approach fosters a
culture of collective responsibility for cyber security. Bank employees can safeguard
sensitive information through cyber security measures, thereby promoting trust in
banking services and maintaining the reputation of banking institutions. By reducing
financial losses associated with fraud cases, banking organizations can more effectively
allocate resources toward innovation, customer service, and strategic initiatives.

The purpose of this study is to determine the effect of cybersecurity training
practices on the performance of GTB Bank employees. By examining the impact of
cyber security practices on employee performance at GTB bank, the study aims to
contribute to developing of more effective cyber security training programs and

enhance the overall cyber security resilience within the banking sector.

1.1  Rationale of the Study

In the interconnected digital landscape, the banking sector is confronted with an
escalating number of cyber threats and attacks. These threats not only endanger the security
of sensitive financial information but also present significant risks to the stability and
credibility of financial institutions. Hasan, M. T. (2023) indicated the increasing
significance of cyber security, especially in banking, due to the rise of digitization. Most
financial institutions are beginning to invest in cyber security measures. It has become
essential for GTB Bank to invest in resilient cybersecurity systems.

However, technical solutions alone are insufficient to effectively combat cyber
threats. As cyber threats evolve, the skills and awareness of employees tasked with
safeguarding an organization's assets must also advance. Employees are the first line of
defense against cyberattacks, making their role essential. Since human error is one of
the primary causes of security breaches, training is essential to reduce the likelihood of
successful cyber-attacks. Enhancing employee’s awareness, knowledge, and skills in
identifying and addressing to potential threats is essential for maintaining the security
of the organization's digital assets (Von Solms, R., & Van Niekerk, J, 2013).

Cybersecurity training practices are instrumental in equipping employees with
the skills and knowledge to navigate the complex landscape of cyber threats. By



offering comprehensive training programs, organizations can empower their employees
to recognize and mitigate potential risks, thereby enhancing the overall cyber security
posture of the organization. Training, particularly in the area of cyber security, is an
ongoing process. Practical cyber security training is essential to mitigate risks
associated with cyber threats and ensure the integrity and confidentiality of sensitive
financial data. As hackers use more sophisticated tactics to exploit systems'
vulnerabilities, the need for a well-trained workforce to identify and mitigate these risks
is paramount. Cybersecurity training is essential for improving employee performance.

Cybersecurity training helps employees recognize phishing attempts and
provides them with the knowledge and skills to secure essential information and
respond effectively to security incidents (Kim, 2017; Chen et al., 2020). Such training
initiatives play a essential role in strengthening the cyber defenses of banking
institutions (Lee, 2021). Additionally, cybersecurity training improves employees'
skills and confidence in navigating digital environments. These programs empower
employees to make informed decisions and take appropriate measures to protect
organizational assets, thereby enhancing their work performance. (Amir Elnaga &
Amen Imran, 2013).

By implementing comprehensive training programs that blend theoretical
knowledge, hands-on skill development, and simulation-based training, banking
institutions can enhance their resilience to cyber threats (Robbins & Judge, 2019).
Academic reinforcement through empirical studies and theoretical frameworks
provides valuable insights into the effectiveness of various training approaches,
empowering organizations to tailor their initiatives to the specific needs and challenges
of the banking sector (Aguinis & Kraiger, 2009; Green, 2019). By developing robust
cybersecurity training programs, banking organizations can not only meet regulatory
requirements but also effectively mitigate emerging threats (White, 2018).

A coordinated effort to deal with fraud through cybersecurity initiatives protects
individual institutions and strengthens the overall stability and sustainability of the
banking industry Cybersecurity training practices play an essential role in enhancing
employee work performance and strengthening banking organizations' resilience

against evolving cyber threats.



1.2 Objectives of the Study
The objectives of the study are outlined as follows;
(1) To identify the cyber security training practices provided by Global Treasure
Bank.
(2) To analyze the effect of cyber security training practices on employee work

performance at Global Treasure Bank.

1.3 Scope and Method of the Study

This study primarily focuses on the cybersecurity factors that need attention as
digital technology evolves. Specifically, it explores the impact of cybersecurity training
on employee work performance in relation to the cybersecurity techniques taught by
GTB Bank. The research employed descriptive and quantitative research methods. GTB
Bank had 150 branches in Myanmar. The standard questionnaire is collected at random
from 250 IT officers and staff, representing over 30% of the total IT staff of 450. In this
study, data are collected from both primary and secondary sources. The data collection
process employs a simple random sampling method. Primary data is collected through
a questionnaire survey method that included open-ended, closed-ended, and five-point
Likert scale questions. Secondary data is collected from the GTB bank website, related

websites, articles, and research papers.

1.4 Organization of the Study

This study is organized into five chapters. Chapter | begins with an introduction,
rationale of the study, objectives of the study, scope and method of the study, and
organization of the study. Chapter Il describes the theoretical background of cyber
security, improving employee awareness, and employee work performance. Chapter 111
presents the profile of GTB Bank and the cyber security training practices on employee
work performance at GTB Bank. Chapter 1V next analyzed the collected data. Finally,
Chapter V concludes the study with findings, discussions, recommendations, and needs

for further research.



CHAPTER I
THEORETICAL BACKGROUND

This chapter examines the theoretical relationship between cyber security
training practices and worker performance at GTB Bank. This chapter is divided into
sections discussing the theory and early investigations related to this topic. Concepts
such as training and development, theoretical models, training procedures, the concept
of employee performance, earlier studies, and the conceptual framework of the study is
discussed in this chapter.

2.1  Concept of Training

Training is an essential element for organizational success, particularly in the
realm of cyber security within the banking sector. Training involves equipping
employees with the necessary knowledge, skills, and competencies to effectively
perform their job roles (Elnaga & Imran, 2013). This includes imparting specific
information, techniques, and procedures related to cyber security practices, protocols,
and tools (Bosworth & Kabay, 2002).

Well-designed training programs provide employees with the necessary skills
and knowledge. Training is a systematic process designed to enhance knowledge, skills,
and competencies among individuals within an organization to enhance their
performance and effectiveness in their roles (Elnaga & Imran, 2013). It plays an
essential role in aligning employee capabilities with organizational goals and
objectives.

Training initiatives help build a skilled and knowledgeable workforce capable
of effectively identifying, preventing, and responding to cybersecurity threats (Dash &
Ansari, 2022). In the context of GTB Bank, where protecting of sensitive financial data
and customer information is paramount, a robust training and development program in
cyber security is essential to mitigate risks and safeguard organizational assets.

Cyber security training plays a pivotal role in safeguarding an organization’s
digital infrastructure and confidential data. Its primary objective is to empower
employees with the skills needed to effectively detect, prevent, and respond to various

cyber threats. By enhancing awareness and comprehension of cyber security protocols,



these training initiatives mitigate the risks associated with cyberattacks, thereby

bolstering organization’s defense against potential breaches.

2.1.1 Types of Training

Examining the goals of training can provide a clearer understanding of its
different purposes. Ghuman (2010) and Armstrong (2013) categorize the different types
of training, highlighting their distinct focuses and objectives.

Technical training focuses on imparting essential skills and knowledge related
to cybersecurity tools and systems, covering areas such as network security, encryption
techniques, malware analysis, and penetration testing (Ghuman, 2010; Armstrong,
2013). These skills are crucial for daily tasks and performance. Management training is
designed for managers and leaders, equipping them with the problem-solving skills and
decision-making skill needed to effectively lead teams and manage cybersecurity
incidents (Armstrong, 2013).

Incident response training prepares employees to respond swiftly and
effectively to cybersecurity incidents. Through simulated scenarios, employees learn to
identify, contain, and mitigate the impact of potential breaches. Compliance training
ensures that employees understand and follow to cybersecurity regulations, industry
standards, and organizational policies, including data protection laws and regulatory
requirements specific to banking (Ghuman, 2010).

Role-based training customizes cybersecurity education to fit the
responsibilities of different roles within the organizational roles, enhancing practical
skills and problem-solving abilities relevant to specific job functions. Continuous
training and skill development are essential for keeping employees updated on evolving
cyber threats and trends. This includes attending workshops, webinars, and pursuing
certifications to maintain proficiency in cybersecurity practices.

Simulation-based training involves realistic scenarios that simulate cyber
threats, allowing employees practice incident response and improve their ability to
identify and effectively mitigate security breaches (Armstrong, 2013). By selecting and
combining these training methods, banks can ensure that their employees are well-
prepared to handle cyber threats, enhancing overall organizational security and

performance.



2.1.2 Cyber Security Awareness Training

Cybersecurity awareness training at GTB Bank is the foundational pillar for all
employees, aiming to impart fundamental knowledge about cybersecurity risks and best
practices. Participants learn basic cyber hygiene practices such as effective password
management and safe browsing habits. They are also taught how to identify and
mitigate common threats, such as phishing attacks and social engineering techniques.
Furthermore, the training emphasizes the secure handling of sensitive information and
outlines clear procedures for promptly reporting cybersecurity incidents (Ghuman,
2010; Armstrong, 2013).

The training instructs employees on cybersecurity best practices, policies, and
procedures, helping them understand the importance of cybersecurity and instructing
them on how to identify and respond to potential security threats such as phishing
attacks, social engineering attempts, and suspicious emails. It covers several essential
areas to enhance users' understanding and practices. Phishing awareness teaches users
to identify phishing emails, malicious links, and fraudulent websites. Password
management education focuses on creating strong, unique passwords and using
password managers for improved security. Social engineering awareness provides
insights into methods used by cybercriminals to manipulate users into revealing
sensitive information (Ghuman, 2010).

Data privacy training emphasizes safeguarding personal and sensitive
information, complying with regulations like GDPR or CCPA, and implementing
strategies to minimize data collection and retention. Safe browsing habits encourage
users to verify website authenticity, use secure connections (HTTPS), and exercise
caution when downloading files or clicking links. Device security training emphasizes
the essential need to keep software and operating systems up to date to safeguard against
vulnerabilities (Armstrong, 2013).

After completing the training, employees gain an understanding of various
cybersecurity threats, including malware infections, phishing attacks, ransomware, data
breaches, insider threats, and denial-of-service (DoS) attacks. They are also familiar
with best practices to mitigate these threats, including using strong passwords, updating
software regularly, employing firewalls and antivirus software, encrypting data,
conducting security audits, providing ongoing cybersecurity awareness training,
enforcing least privilege access, and implementing data backups (Ghuman, 2010;
Armstrong, 2013).



2.2  Related Models
This study employs the Performance Pathway Model and the Kirkpatrick Model

of Training Evaluation.

The Performance Pathway Model
Jones, T. E. (2019) presented a Performance Pathway Model that links training
and development to enhanced job performance, advocating for their integration into

employee engagement strategies to foster a positive work culture.

Figure (2.1) Performance Pathway Model
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Source: Jones. T. E. (2019).

The model comprises four components:

This model explains how individuals possess unique qualities when they begin
a job. Successful training and development initiatives depend on a thorough
understanding of the individual. It emphasizes eight key factors influencing job
performance: knowledge, experience, skills, abilities, awareness, values, motives, and
needs. These factors evolve as individuals become more familiar with their roles. For
high achievers, these changes are typically positive, with improvements in their skills
and motivation. They are prepared for change and adapt well to new challenges.
Therefore, it is essential to assess the current skills and knowledge of each employee.

Training helps with short-term needs by improving skills quickly. Development

emphasizes long-term growth by nurturing each employee’s potential and fostering



continuous improvement over time. An organization’s philosophy on training and
development affects how individual skill levels are maintained. Both aspects
significantly boost employee engagement and productivity, fostering a strong
workplace culture.

After implementing training and development programs, organizational leaders
should monitor employee behavior to measure their acceptance or resistance to the
necessary changes for organizational success. Gathering feedback from employees
regarding these initiatives is essential. but it must be analyzed within the broader
context of the organization’s culture.

Closely observing job-related behaviors enables leaders to determine whether
employees are embrace or resist change. Proactive employees tend to embrace new
initiatives and drive change, while those who prefer the status quo avoid new tasks and
cling to old habits unless closely monitored.

Performance results from how a person interacts with their job demands,
training, development, and behaviors. It is the endpoint where leaders can see what is
going well and what is not. However, it is also a starting point—a place to begin anew.
With this information, leaders can help low performers and underachievers understand

where is improve.

The Kirkpatrick model

Cyber security training be designed, implemented, and evaluated to meet the
dynamic needs of today workforce. The Kirkpatrick Model is a widely utilized
framework for assessing the effectiveness of training programs. Developed by Dr.
Donald Kirkpatrick in the late 1950s, the model consists of four levels of evaluation,
each designed to measure a different aspect of training impact. The four levels of the
Kirkpatrick Model are Reaction, Learning, Behavior, and Results.

Kirkpatrick’s four levels of training evaluation (Kirkpatrick, 2016) are
integrated, along with modern evaluations of cyber security training effectiveness. By
integrating Kirkpatrick model with modern evaluations of cyber security training
effectiveness, organizations can gain a comprehensive understanding of how well their
training programs are preparing employees to mitigate cyber risks and contribute to
organizational resilience in today digital landscape.



Figure (2.2) The Kirkpatrick Model of Training Evaluation
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Source: Kirkpatrick Evaluation Model.

The reaction level focuses on participants' immediate responses to the training,
including how well they liked it. By assessing satisfaction and engagement,
organizations can identify issues with the training content, delivery, or environment and
make necessary improvements. At the Learning level, the focus shifts to measuring the
extent to which participants have acquired the intended knowledge, skills, or attitudes
from the training, assessing how much they have learned. The Behavior level evaluates
the extent to which participants apply what they have learned when they return to their
jobs, focusing on changes in behavior and the transfer of knowledge and skills to the
workplace, assessing how well they have applied their learning to their work. Finally,
the Results level measures the broader impact of the training on organizational
performance, assessing outcomes such as increased productivity, improved quality,
reduced costs, higher sales, and enhanced employee performance, and evaluating the
return on investment from the training. This level seeks to determine whether the
training has contributed to achieving the organization's goals and objectives.

Each level of the Kirkpatrick Model builds on the previous one, providing a
comprehensive approach to evaluating training effectiveness. By systematically
measuring reaction, learning, behavior, and results, organizations can gain valuable
insights into the impact of their training programs and make and make informed, data-
driven decisions to improve future training initiatives (Kirkpatrick & Kirkpatrick,
2006). The evaluation of training effectiveness involves measuring the progress of
employees' knowledge, skills, and behavioral patterns within the organization resulting

from the training program.
2.3  Training Effect on Employee Behavior

Employee behavior in the workplace is significantly influenced by training
initiatives designed to enhance skills, knowledge, and attitudes toward organizational

10



goals (Smith, 2023). Effective training programs not only impart technical skills but
also shape employee attitudes and behaviors, enhancing job performance and
supporting organizational objectives (Jones & Brown, 2021). Specifically, in the
context of cyber security training, employees' adherence to security protocols,
awareness of cyber threats, and responsiveness to security incidents are critical aspects
of their behavior influenced by training interventions (Johnson et al., 2020).

In a study examining cyber security training practices in banking sectors, Smith
(2023) found that comprehensive training programs led to improved employee behavior
regarding compliance with security policies and proactive engagement in cyber defense
measures. This positive shift in employee behavior contributes to enhanced

organizational security and resilience against cyber threats (Brown & White, 2019).

2.4  Employee Work Performance

Employee work performance is essential as it directly impacts operational
integrity, customer satisfaction, and overall organizational success. Understanding and
enhancing employee performance is a critical aspect of organizational success.
Employee work performance is an essential factor in organizational success, reflecting
how effectively and efficiently employees execute their job responsibilities. It
encompasses a range of factors, including productivity, quality of work, adherence to
deadlines, and the ability to meet or exceed set objectives (Smith, J. 2020).

In the context of Bank, employee work performance is measured not only by
traditional metrics such as the volume of tasks completed or customer satisfaction but
also by the ability to maintain operational integrity in a highly regulated financial
environment (Jones, 2021). This includes the capability to adhere to cyber security
protocols, which are essential in protecting the bank’s digital assets and customer
information (Adams, R.2022).

Integrating cybersecurity training into employees' professional development is
a key factor that influences their performance. Proper training ensures that employees
are well-versed in identifying and mitigating cyber threats, thereby minimizing the risk
of data breaches and strengthening the bank's overall security framework (White, 2018).
Consequently, cyber security training directly impacts employee work performance by
equipping staff with the necessary skills and knowledge to perform their duties securely
and effectively (Kim, S. 2017).

11



Analyzing the effects of cyber security training on employee work performance
at the bank can provide valuable insights into how these training programs enhance the
bank's overall efficiency, reliability, and security operations (Lee, H. 2021).
Understanding this relationship can help in creating more effective training initiatives
that enhance individual performance and strengthen the institution’s resilience against

cyber threats. (Green, 2019; Taylor, 2020).

2.5  Previous Studies

This study examined the relationships between training needs assessment,
resource availability, perception, and employee performance within the Mekelle City
Education Bureau (TREB) in the Tigray Region, Ethiopia. It explores how employee
demographics and training assessments influence performance, evaluates the role of
training resources management, and examines how employee perceptions of training
impact their overall performance. The research provides insights for improving
organizational strategies to enhance employee productivity.

This study utilized a descriptive research design with a quantitative approach,
employing a cross-sectional method for data collection. It focused on government
secondary school teachers and educational institution leaders in Mekelle City, totaling
279 individuals. A multi-stage sampling technique was employed, beginning with
district and school selection, followed by simple random sampling of teachers and

educational leaders. The conceptual framework is structured as follows:

Figure (2.3) The Effect of Training on Employee Performance

Training Need Assessment

Training Resource Availability Employee Performance ]

Employee Perception Towards Training

Source: Gebrehiwot, G. D., & Elantheraiyan, P. (2023)

The results suggest that while training needs assessment and resource
availability significantly impact employee performance, employee perception of
training is not a significant determinant. These recommendations apply not only to the

12



Tigray Region Education Bureau (TREB) but also to other institutions, with the goal of
enhancing training practices worldwide and ultimately improving both employee and
organizational performance.

According to Figure (2.4), Md Tareq Hasan’s (2023) study focuses on
Employee Engagement and Responsibility for a Secure Digital Environment (SDE) in
the Selected Branch. This study emphasized the growing importance of cyber security
in various sectors, particularly banking, due to increasing digitization. It examines
employee engagement and responsibility in cybersecurity at Public Bank Limited,
Nandina Branch, using a quantitative research approach and a linear regression model.
The study analyzes the relationship between employee engagement and responsibility
and factors such as organizational cybersecurity policy ratings, organizational culture,
and training quality.

Figure (2.4) Employee Engagement and Responsibility in Cyber Security
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\, J
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Source: Md Tareq Hasan (2023)

Data collected through employee surveys offers insights into fostering a cyber
security culture and improving digital environments for sustainable business practices.
The study also suggests avenues for future research, emphasizing the role of human
factors in establishing effective secure digital environments. This study recommends
enhancing employee engagement and responsibility by developing robust policies,
cultivating a supportive culture, and implementing effective training programs. These
measures can improve employees' understanding, awareness, attitude, and skills related
to cyber security practices.

According to Figure (2.5), Melaku Habtamu Bekele (2021) examined the

effect of training and development on employee performance at Jimma University. The

13



primary objectives of this study are three parts: firstly, to examine the current training
and development practices at Jimma University; secondly, to investigate the effect of
training and development need assessment, method and design on employee
performance; and thirdly, to analyze the effect of the implementation and evaluation of
these training and development programs on employee performance. There were two
variables Training and Development (Independent) and Employees’ performance and
productivity (Dependent). This study used a cross-sectional survey, and data was
collected from 383 employees at the university, who were chosen using a simple

random sampling method. The conceptual framework is structured as follows:

Figure (2.5) The Effect of Training & Development on Employees Performance
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Source: Melaku Habtamu Bekele (2021)

The study revealed a positive, statistically significant correlation between
training and development and employee performance. The findings highlighted the
importance of practical and systematic training and development practices. The study
recommended that top management and training coordinators focus on employee
training and development, regularly assess outcomes, and ensure that training programs
align with organizational objectives.

According to Figure (2.6), Athar and Shah (2015) conducted a study to observe
how training needs are established, the effectiveness of training methods in banks, and
their influence on employee performance. The purpose of their research was to identify
the factors influencing training in Karachi's banks and how these factors affect
employee performance. Their literature review revealed that training is essential for

enhancing employees' knowledge, motivation, satisfaction, skills, and abilities.
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Training also fosters teamwork and integrity and positively contributes to employee

performance development. The conceptual framework is structured as follows:

Figure (2.6) Impact of Training on Employee Performance
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The findings indicated that training positively impacts employee performance
in Karachi's banks, as demonstrated by a training framework designed to achieve
organizational strategic goals.

2.6 Conceptual Framework of the Study

The conceptual framework of this study is developed based on the previous
studies conducted by Melaku Habtamu Bekele (2021) on examining the effect of
training and development on employee performance at Jimma University. By Athar and
Shah (2015) examined the effect of training and development on employee performance
at Jimma University. The success of the cybersecurity training program for employees
can be assessed using the Kirkpatrick model, as described in theoretical principles and
earlier research. The study considered independent variables such as cybersecurity
training needs, training objectives, training context, training methods, and training
evaluation based on previous studies. The conceptual framework of this study integrates
key elements relevant to cybersecurity training practices and employee work

performance at GTB Bank. The conceptual framework is structured as follows:
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Figure (2.7) Conceptual Framework of the Study
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According to the conceptual framework, the results are provided to gather

empirical data to assess employee performance regarding the efficacy of cybersecurity

training procedures at GTB Bank. This study highlights the imperative for financial

institutions to invest in comprehensive and continuous training programs that address

the unique challenges of the cybersecurity landscape. The findings indicate that

expanding and deepening cybersecurity training can significantly enhance employee

work performance, improve IT knowledge, instill best practices, and strengthen overall

security posture. This approach offers a competitive advantage in the increasingly

digital financial environment.
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CHAPTER Il
ORGANIZATION BACKGROUND AND CYBER SECURITY
TRAINING PRACTICES OF GTB BANK

This chapter presents the profile of Global Treasure Bank’s excellence built
over 27 years of operation. It describes the foundation of the bank, organizational
structure, vision, mission, objectives, core values, motto, financial services, and

Training and Development programs.

3.1 Profile of GTB Bank

GTB Bank was established on February 15th, 1996, as the Myanmar Livestock
and Fisheries Development Bank under License Number MaBaBa/P-15 (2) 96, in
accordance with the laws governing Financial Institutions of the Central Bank of
Myanmar. It transitioned into Global Treasure Bank (Public Company Limited) on July
1st, 2013, following approval from the Ministry of National Planning and Economic
Development (MNPED), Directorate of Investment & Company Administration
(DICA), as per its letter No. Yaka-8 (Ga Nga) 001/2013 (010995) dated August 27,
2013. Founded as a public company limited by shares, GTB Bank operates as a
commercial bank authorized by the CBM to undertake various financial activities. It
possesses licenses for domestic banking, money changing, commercial bank services,
and authorized dealer services, enabling it to provide foreign banking services. As the
bank’s service experience grows, its development accelerates and progresses in parallel
with other private banks.

To enhance its employee working capacity, the bank conducts training courses
in financial services and cyber security, and staff also participate in competency training
and workshops organized by the CBM. In order to provide excellent banking services
and ensure customer satisfaction and convenience, GTB Bank has expanded its
domestic banking network to include (39) branches in Yangon Division, (16) branches
each in Mon, Ayeyarwady, and Rakhine Divisions, (15) branches in Bago Division,
(14) branches each in Mandalay and Saging Divisions, (13) branches in Magway
Division, (12) branches in Tanintharyi Division, (7) branches each in Naypyitaw and
Shan State, (6) branches in Kayin State, and (1) branch in Kayah State. As one of the
leading banks in Myanmar, GTB Bank provides banking services through 176 branches
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across the country. GTB bank has opened 176 branches across Myanmar, and currently
provides business services from 150 branches.

GTB bank has clearly defined corporate objectives, which the organization must
execute and understand to achieve its mission, vision, and corporate values. The vision
of GTB Bank is to become one of the foremost banking service providers in Myanmar,
fostering long-term growth by delivering superior services and enhanced financial
products. As a leading bank in Myanmar, GTB bank is committed to delivering efficient
banking services and building trustworthy, reliable, and successful relationships with
all stakeholders. GTB Bank is committed to creating value for our customers.

The primary aim of GTB Bank is to offer robust financial support to
entrepreneurs, fostering the growth of various business sectors committed to delivering
efficient banking services and Additionally, the bank strives to enhance its commercial
functions efficiently. The motto of GTB bank, "Your Dream, Your Success, Global
Treasure Bank," reflects its commitment to these objectives. The standards and
principles guiding our behavior and interactions with customers and staff are: Customer
Focus: Customer First, Integrity: Do what is right, Respect: Value everyone, Teamwork
and Operational Excellence: Provide the best services as a team, Innovation: Embrace
technology and be creative.

In the 2017-2018 financial year, GTB Bank enthusiastically participated in
philanthropic activities under the " Global Treasure Heart Social Support Association."
GTB bank donated to CSR programs, supporting the well-being of communities in
healthcare, natural disaster rehabilitation, and community development, such as rural
power supply and water supply. GTB also aids schools for disabled children, nutrition
programs for hospitalized people, homes for the aged, and cancer foundations.

GTB has been offering foreign banking services under the Authorized Dealer
License issued by the Central Bank of Myanmar. In this capacity, GTB bank has
established Nostro Accounts with 10 Correspondent Banks, enabling it to provide a
range of foreign banking services, including Export & Import Services, Bank Guarantee
Services, and Trade Financing Services. Furthermore, GTB bank is affiliated with
Western Union, facilitating international transfers to and from over 200 countries.
Myanmar citizens working abroad can send remittances, which can be withdrawn at
any GTB branch, including the Head Office, within minutes.

These relationships fulfill customers' needs in international banking and trade

finance services. GTB bank is committed to developing and maintaining long-term

18



partnerships with other financial institutions to grow trade finance transactions, money
transfer services, and international banking services.

GTB Bank prioritizes continuous professional development for its employees
by offering comprehensive training programs designed to enhance their skills and
competencies. These programs cover various aspects of banking operations, customer
service, financial management, and the latest technological advancements. This ensures

that the staff is equipped to meet the evolving needs of the bank and its customers.

3.2  The Organization Structure of GTB Bank

GTB bank is managed by the Board of Directors (BOD) elected by the
shareholders, consisting of 14 members. One member is elected as the Chairman of the
Board. Additionally, two Independent Non-Executive Directors are appointed at the
Annual General Assembly Meeting to provide impartial advice, independent of
management. BOD Meetings are convening at least once a month to address essential
matters stipulated in laws and the Articles of Association, as well as to make essential
decisions related to management policy and strategy.

The Managing Director serves as the Chief Executive Officer of the bank and
oversees the senior management. As of the 2023-2024 financial year, GTB bank
employs over 3,000 staff members. The GTB Bank’s head office consists of 15
departments. Through these 15 departments, eight regions are divided and the branches
in GTB bank are closely supervised. The organizational structure of the bank is as

follows:
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Figure (3.1) The Organization Structure of GTB
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3.3  GTB Bank Product and Services

GTB Bank provides a full range of retail and corporate banking facilities for its
customers. These include Deposits, Loans, Domestic and International Remittances,
Core Banking System, Card Business System, Internet Banking/Mobile Banking,
Foreign Exchange, Trade Finance, and GTB Pay. There are many types of deposit
accounts at GTB Bank, including Savings Deposits, Current Deposits, Fixed Deposits,
Call Deposits, Minor Savings Deposits, various types of Special Deposits, Certified
Cheques, Payment Orders, and Performance Guarantees. For Loan Services, the types
of loans and collateral offered are Demand Loans, Government Staff Loans, and Hire
Purchase.

GTB Bank is not just a branch of GTB, but to branches of other banks Money
can be transferred through CBM net system. For international remittances, customers
can quickly receive funds at the nearest GTB branch using "Western Union," which
provides remittance services to over 200 foreign countries. Foreign exchange is one of
the functions of GTB’s foreign banking system. Customers can exchange three foreign
currencies: the US Dollar, Euro, and Singapore Dollar.

3.4  Training Course Provided by GTB Bank

GTB bank recognizes the essential importance of cyber security in the
contemporary digital landscape and has developed a rigorous training program to
empower employees with essential knowledge and skills. The Bank offers three main
cyber security training courses, in addition to other types of training courses. This
program encompasses Cyber Security Awareness Training, Advanced Cyber Security
Training, and Linux for Cyber Security Training. Table 3.1 displays these courses.

The Cyber Security Awareness Training, conducted over one to three days,
focuses on fundamental cyber security concepts, including recognizing and mitigating
phishing attacks, enhancing awareness and resilience, and ensuring all personnel
receive timely instructional sessions. The training is facilitated by IT professionals
through online sessions via Zoom Meetings, with provisions made for employees who
miss sessions to attend subsequent training sessions.

The Advanced Cyber Security Training aims to deepen employees'
understanding of cyber security techniques and tools, equipping technical teams to
safeguard digital infrastructure of the bank against evolving threats. This training

encompasses Instructor-Led Training (ILT), Online Training, and On-the-Job Training
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programs. The program covers network security protocols, firewall configurations,
intrusion detection and prevention systems (IDS/IPS), proactive threat-hunting
strategies, and vulnerability management. This comprehensive training ensures that
participants can systematically identify, assess, and address security weaknesses,
maintaining robust and up-to-date network defenses.

The Linux for Cyber Security Training is an On-the-Job Training initiative
where participants gain practical experience by working on real projects. Led by hired
instructors and experienced cyber security professionals from the bank, this course
covers essential topics such as Linux fundamentals (e.g., operating system introduction,
primary command-line usage, and file system management), security concepts (e.g.,
user and group management, firewall configuration, and system hardening), and the
deployment and utilization of essential cyber security tools (e.g., Wireshark,
Metasploit, Nmap). Participants also learn about Linux’s role in server environments,
managing web and database servers, implementing security measures, and conducting
hacking and penetration testing using Kali Linux. The course emphasizes best practices,

including system updates, strong authentication methods, and regular security audits.
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Table (3.1) Cyber Security Training Course Provided by GTB Bank
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Source: GTB Bank Survey Data (2024)
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GTB Bank comprehensive training courses underscore its commitment to
maintaining a high standard of cyber security across all facets of its operations. By
equipping employees with specialized knowledge and skills tailored to their roles, GTB
Bank not only fortifies its defenses against cyber threats but also fosters a culture of
vigilance, compliance, and continuous improvement in cyber security practices. This
proactive approach ensures that GTB Bank remains resilient in safeguarding sensitive
data, protecting customer trust, and upholding its reputation as a secure financial
institution in the digital age.

3.5  Features of the Cyber Security in Myanmar

The advent of the internet and information technology has dramatically
transformed the cyber security landscape in Myanmar. Financial institutions and
corporations are working to integrate advanced cybersecurity measures to safeguard a
broader range of services and an expanding client base, both locally and globally. For
example, GTB Bank has utilized these technologies to strengthen its cyber security
infrastructure, reduce vulnerabilities, and secure transactions across its 150 branches.

To keep pace with the rapidly changing cybersecurity landscape, GTB Bank
continuously modernizes its operations and IT infrastructure. The implementation of
advanced cybersecurity technologies is essential for modern banking operations. This
project not only enhances operational efficiency of the bank but also strengthens its
defenses against cyber threats.

The future of cyber security in Myanmar involves every division within
financial institutions, benefiting banks, customers, and employees alike. Enhanced
cyber security measures ensure the protection of customer data, secure financial
transactions, and provide a safe digital banking environment. By adopting
comprehensive and modern cyber security frameworks, financial institutions in
Myanmar can build trust and confidence among their clients while safeguarding their
operations against cyber threats.

3.6  Cyber Security Training Practices at GTB Bank

GTB Bank emphasizes robust cyber security training to equip employees with
essential skills and knowledge. GTB bank provides cybersecurity training with both
internal and external instructors through on-the-job training and Zoom sessions are

integrated with employees' actual responsibilities. These training programs focus on
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identifying and mitigating cyber threats, adhering to best security practices, and
leveraging advanced tools and technologies. By prioritizing continuous learning and
skill development, GTB Bank ensures its staff remains vigilant and capable of

safeguarding customer data and maintaining the integrity of banking operations.

3.6.1 Training Needs

Training needs assessment at GTB Bank involves identifying the specific cyber
security skills and knowledge gaps among employees. This process ensures that the
training programs are tailored to address the actual needs of the workforce, enhancing
their ability to protect the digital infrastructure of the bank. By evaluating current cyber
security practices, incident reports, and employee feedback, GTB Bank determines the
most essential areas requiring improvement and tailors its training programs
accordingly. This systematic approach ensures the training is relevant, effective, and

aligned with the GTB Bank’s strategic goals.

3.6.2 Objective of Cyber Security Training
The primary objective of cyber security training at GTB Bank is to equip
employees with the necessary knowledge and skills to protect the digital assets of the
bank, ensure compliance with regulatory requirements, and cultivate a culture of
cybersecurity awareness. The cyber security training has successfully achieved the
following goals:
1. Enhancing employes ability to recognize and thwart phishing attempts.
2. Heightening awareness and resilience against various cyber threats.
3. Mitigating risks associated with cyberattacks.
4. Ensuring all personnel understand and adhere to cyber security best practices.
5. Empowering IT staff with advanced skills to manage and secure the IT
infrastructure of GTB Bank.
6. For different levels of bank staff, the responsibility for organizing and
distributing training activities, including various in-service training, on-the-job

training, and off-the-job training.

3.6.3 Content of Cyber Security Training
The cyber security awareness training program at GTB Bank includes

theoretical and practical elements to enable the transfer of new knowledge and skills.
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The creation of a training program at GTB Bank follows a structured process. First, the
Training and training department identifies the training requirements. Subsequently,
they plan the demonstration and training program, detailing a list of training modules,
proposed dates and times, the name of the trainer, the duration of each training session,
the training objectives, and an outline for each module. The training and testing of the
planned function are essential phases in the cyber security training project, as these are
the stages where many projects face challenges. The content of GTB Bank cyber
security training is thorough and encompasses a broad array of topics to address the
diverse needs of employees.

At GTB Bank, all employees participate in a comprehensive Information
Security Awareness Training program delivered through online Zoom meetings. The
objective of this training initiative is to equip employees with fundamental knowledge
essential for cybersecurity, emphasizing the recognition and mitigation of cyber threats.
Key topics covered include understanding the evolving cyber threat landscape,
safeguarding against common risks such as phishing and malware, implementing robust
password security practices, ensuring system integrity, and adhering to incident
reporting protocols. Conducted over a flexible period of 1 to 3 days by internal trainers,
the program aims to enhance employees' resilience against cyber threats and strengthen
the bank's overall cybersecurity posture.

The advanced cyber-security training program for IT staff aims to deepen their
understanding of cybersecurity techniques and tools while equipping technical teams
to safeguard the bank's digital infrastructure against evolving threats. This
comprehensive three-month training, led by both external and internal trainers, will
focus on the implementation of intrusion detection systems and prevention systems
(IDS/IPS), proactive threat-hunting strategies, and vulnerability management. The
training will be delivered through instructor-led sessions, online modules, and on-the-
job training, ensuring a thorough and practical learning experience. The program is
designed to enhance the network security protocols, firewall configurations, and the
ability to manage and mitigate cyber risks effectively.

The Linux for Cyber Security training program for IT staff aims to equip
employees with the knowledge and skills to secure Linux systems, identify and mitigate
security threats, and effectively use Linux-based cyber security tools. This ongoing
training, conducted by both external and internal trainers, covers Linux fundamentals,

security concepts, deployment and usage of cyber security tools, server management,
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hacking and penetration testing, incident response, and best practices. The training is
delivered through on-the-job methods, ensuring that participants gain practical, hands-
on experience in securing Linux environments and responding to various cybersecurity

challenges.

3.6.4 Cyber Security Training Methods

The Cyber Security Training Course employs diverse methodologies to
accommodate various learning styles, ensuring thorough coverage and effective
knowledge transfer. Interactive workshops provide hands-on sessions that allow
participants to apply cybersecurity principles practically. Simulations and drills,
including phishing simulations and incident response exercises, enhance real-world
readiness. Certificate programs are available to validate cybersecurity expertise and
encourage continuous learning. Instructor-led training sessions are facilitated by IT
professionals and cyber security experts, while online training sessions conducted via
Zoom Meetings ensure remote accessibility. Additionally, hands-on training workshops
provide practical experience, and on-the-job training offers real-world experience

through project work under the guidance of experienced professionals.

3.6.5 Evaluation of Cyber Security Training

The evaluation of cyber security training programs at GTB Bank is essential for
assessing the effectiveness of the training sessions. This evaluation process involves
various methods to understand the impact of the training on employees' skills and
knowledge, identify areas for improvement, and ensure continuous enhancement of the
training programs. Various methods are employed to evaluate the impact and
effectiveness of cybersecurity training programs comprehensively.

Firstly, knowledge assessments are conducted both before and after training
sessions to quantify the increase in understanding of cybersecurity concepts covered
during the training. Secondly, skills testing is implemented to evaluate participants'
practical application of cybersecurity skills acquired through simulations or practical
tests. Additionally, behavioral changes are monitored to gauge shifts in employee
practices concerning cybersecurity protocols, such as adherence to security measures
and prompt reporting of suspicious activities. Feedback surveys are essential for
gathering participant perspectives on the relevance, clarity, and effectiveness of the

training content and delivery. Performance metrics, including key indicators related to
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cybersecurity incidents, employee compliance with security policies, and overall
security posture, are tracked to measure the training's impact on organizational security
resilience. Follow-up sessions are also conducted to reinforce learning and address any
identified gaps post-training. Incident reports provide insights into the frequency and
severity of cybersecurity incidents or breaches before and after training, helping assess
the training's effectiveness in reducing security risks.

Lastly, compliance rates with cybersecurity policies and best practices among
trained employees compared to their non-trained counterparts are analyzed to determine
the program's effectiveness in promoting consistent security practices across the
organization. By continuously assessing and refining its cyber security training
practices, GTB Bank ensures its employees well-prepared to handle the evolving
challenges of the digital landscape, thereby maintaining a robust cyber security posture.

3.6.6 Employee Behavior

Employee behavior at GTB Bank encompasses the actions, attitudes, skills,
knowledge, and interactions exhibited by staff members in the workplace. It includes
adherence to organizational policies and procedures, professionalism in customer
interactions, teamwork and collaboration with colleagues, and proactive engagement in
maintaining cybersecurity protocols. At GTB Bank, desired employee behaviors also
involve a commitment to continuous learning and improvement, particularly in
cybersecurity practices. This includes vigilance in identifying potential security threats,
adherence to established security protocols, and effective communication within teams
to mitigate risks promptly. Employee behavior plays a critical role in shaping the bank's
overall operational efficiency, customer satisfaction levels, and ability to maintain a

secure digital environment amidst evolving cyber threats.

3.6.7 Employee Work Performance

The effect of cyber security training on employee work performance is a vital
aspect of GTB Bank’s overall training strategy. Employees who undergo thorough
cyber security training demonstrate improved performance across several key areas.
Employees develop a deep understanding of cyber security concepts and become
proficient in using various cyber security tools and techniques, enabling them to address
security issues effectively. With improved skills, employees can perform their tasks

more efficiently, reducing the likelihood of security breaches and ensuring smoother

28



operations within the organization. Well-trained employees are better prepared to
identify and mitigate potential threats proactively, thereby strengthening the overall
security of the bank's digital infrastructure. By adhering to established security
protocols and best practices, employees ensure regulatory compliance and minimize
vulnerabilities across the organization. Additionally, enhanced cyber security
knowledge fosters better collaboration among team members, leading to more cohesive
and coordinated efforts in maintaining the bank's security.

GTB Bank’s comprehensive training courses underscore its commitment to
maintaining a high standard of cybersecurity across all facets of its operations. By
equipping employees with specialized knowledge and skills tailored to their roles, GTB
bank not only fortifies its defenses against cyber threats but also fosters a culture of
vigilance, compliance, and continuous improvement in cyber security practices. This
proactive approach ensures that GTB Bank remains resilient in safeguarding sensitive
data, protecting customer trust, and upholding its reputation as a secure financial
institution in the digital age. In summary, the comprehensive cyber security training at
GTB Bank significantly boosts employee work performance, ensuring that the bank

remains resilient against cyber threats and operates securely in the digital landscape.
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CHAPTER IV
ANALYSIS ON THE EFFECT OF CYBER SECURITY TRAINING
PRACTICES ON EMPLOYEE WORK PERFORMANCE AT

GTB BANK

This chapter presents the analysis of the effect of Cyber Security Training
Practices on Employee Work Performance of GTB Bank. This chapter is organized into
two major sections. Firstly, the measurement of the descriptive statistics of the
variables. Lastly, the measurements of training practices on employee work

performance, as well as an analysis on employee performance level.

4.1  Research Design

This study looked into the cyber security training practices used by GTB Bank
in Myanmar. It examines how GTB Bank employees perform in relation to these cyber
security training practices. GTB Bank has 150 branches in Myanmar, with about 450
IT officers and staff. A random sample of 150 employees, including IT officers and

staff, was chosen, representing over 30% of the workforce. The population size is

N
(1+Ne2)

known, it is calculated based on the Taro Yamane Formula (1967) n= , Margin

of error (MoE), e = 0.04 based on the research condition. The sample was selected
through a simple random sampling method. A questionnaire survey with a structured
questionnaire was used to gather the data.

The survey analysis is displayed below using Likert scale ratings of 1 for
strongly disagree, 2 for disagree, 3 for neutral, 4 for agree, and 5 for strongly agree. The
mean value for the responses was computed using descriptive statistics. The SPSS 25
program was used to analyze the data. The association between the independent
variables and the dependent variable was conducted using multiple regression analysis
with the entry method.

4.2 Demographic Analysis

This study, to assess the impact of cyber security training practices on
employees, a survey involving 150 of GTB Bank's IT employees was conducted. This
section provides information about their demographic profile, including age, gender,

education level, and employment history (in years). Each characteristic has been
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analyzed in terms of absolute value and percentage. Table (4.1) presents the analysis

results of the respondents’ demographic profiles.

Table (4.1) Demographic Profile of Respondents

Sr. o Number of | Percentage

No Description Respondents (%)
Male 53 35%

1 | Gender Female 97 65%
Total 150 100%

18-25 23 15%

26-35 62 41%

2 | Age (Years) 36-45 49 33%
46-55 16 11%
Total 150 100%

Under Graduate 31 21%

_ Graduate 106 71%

3 | Education Master Degree 13 9%
Total 150 100%

Junior /Senior Assistant 57 38%

Supervisor /Assist Supervisor 42 28%

4 | Job Position Manager / Assist Manager 45 30%

Other 6 4%
Total 150 100%

Less than one year 26 17%

1-3 years 27 18%

Years of 4-6 years 35 23%

° Experience 7-10 years 27 18%
More than ten years 35 23%
Total 150 100%

Source: Survey Results (2024)

As shown in Table (4.1), The demographic data collected from 150 employees
at GTB Bank reveals. Regarding gender distribution, a significant majority of
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respondents are female, comprising 65% (97 individuals), while males represent 35%
(53 individuals). The data indicates that female employees outnumber male employees
by almost 2:1, Female respondents are therefore more dominant than male respondents.

In terms of percentages, the age distribution of respondents is as follows: 18-25
years account for 15%, 26-35 years account for 41%, 36-45 years account for 33%, and
46-55 years account for 11%. The data shows a concentration in the 26-35 and 36-45
age groups. The majority of respondents (74%) are between the ages of 26 and 45,
which is typically considered the prime working age. The most employees are likely to
be experienced and potentially more receptive to advanced cyber security training
programs.

The respondents’ educational backgrounds are categorized into three groups:
undergraduate, graduate, and master’s degree. According to the results, 71% of
respondents have graduate degrees, 21% have undergraduate degrees, and only 9%
have master’s degrees. The education levels of the respondents show a high percentage
of graduates. With 71% of respondents holding a graduate degree, it is evident that the
workforce is well-educated. This high level of education could contribute to better
understanding and implementation of cyber security training practices.

The job positions held by respondents are diverse at GTB Bank, with the largest
group being Junior/Senior Assistants. Out of the 150 people surveyed, 64 (43%) worked
as Junior or Senior Assistants, 42 (28%) as Supervisors or Assistant Supervisors, 38
(25%) as Managers or Assistant Managers, and 6 (4%) in other positions. The
respondents’ years of working experience are evenly distributed across several
categories. Experience levels are quite balanced, with significant portions of the
workforce having 4-6 years and more than ten years of experience (23% each). This
balance reflects a mix of relatively new and highly experienced employees, which could

impact how training programs are received and implemented.

4.3  Reliability Analysis

Reliability analysis is an essential statistical technique to assess the consistency
and dependability of measurement instruments or scales employed in research. In the
context of this thesis, reliability analysis was conducted to ensure the reliability of the
survey instrument used to collect data from employees at GTB Bank regarding
cybersecurity training practices and their impact on employee work performance. Five-

point Likert scale surveys were employed in the study. The analysis involved evaluating
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the internal consistency of the survey items, typically measured using Cronbach's alpha

coefficient.
Table (4.2) Rules of Thumb for Alpha Result
Cronbach’s Alpha Strength of Association

Below 0.6 poor
0.6t00.7 moderate
0.7t00.8 good
0.8t00.9 Very good
Above 0.9 Excellent

Source: Hair Jr., Babin, Money, & Samouel (2003)

Cronbach's Alpha ranges from 0 to 1. A high alpha value may suggest redundant
questions, while a low value could indicate insufficient test questions. It is essential to
assess the validity of surveys related to employee performance and cybersecurity
training practices. Therefore, the study calculated the Cronbach's Alpha test

accordingly.
Table (4.3) Cronbach’s Alpha Reliability Test
Sr. No. Variables No. of Item | Cronbach’s Alpha
1 Cyber Security Training Needs 5 0.850
2 Cyber Security Training Objective 5 0.844
3 Cyber Security Training Content 5 0.856
4 Cyber Security Training Method 5 0.910
5 Cyber Security Training Evaluation 5 0.922
6 Employee Behavior 5 0.847
7 Employee Work Performance 5 0.860

Source: Survey Results (2024)
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4.4  Descriptive Statistics for Cyber Security Training Practices of GTB Bank

The training needs, the training objectives, the training content, the training
method, the performance and behaviors of the trainer, and the training evaluation made
up the conceptual model of the study. The findings in this section aim to quantify the
impact of each variable on employee output at GTB Bank. The goal of this study was
to determine the cyber security training practices offered by GTB Bank and to examine
how those practices affected the performance of GTB Bank personnel.

The questionnaire consists of three sections aimed at collecting quantitative
data. The first section uses closed-ended structured questions to gather quantitative
data, primarily focusing on exploring the demographic profiles of the respondents. Each
factor included corresponding statements, which were assessed using a five-point Likert
scale ranging from 1 to 5 (with options ranging from 'strongly disagree' to 'strongly
agree'). According to Best (1977), the mean values of items on a five-point Likert scale

are interpreted as follows:

Table (4.4) Mean Score Interpretation

Total Mean Score Level
1.00 and 1.80 Strongly disagree
1.81 and 2.60 Disagree
2.61 and 3.40 Neutral
3.41 and 4.20 Agree
4.21 and 5.00 Strongly agree

Source: Best (1977)
This design fits a study of this nature since the researchers looked at the effects

of independent variables (cyber security training practices) on the dependent variables
(employee behavior and employee work performance).
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4.4.1 Cyber Security Training Needs

The study assessed employees' perceptions of the cyber security training needs
at GTB Bank through five statements: the necessity of training programs to enhance
employee ability, the importance of cyber security training to protect the bank's digital
infrastructure, identifying cyber security skills and knowledge gaps, modifying training
programs to meet actual needs, and the requirement for employees to complete cyber
security training. Each statement was rated on a Likert scale from 1 to 5. The detailed
mean values and standard deviations for these statements are presented in Table (4.5)

below.
Table (4.5) Cyber Security Training Needs of GTB Bank
Sr. No. Description Mean | Std. Dev
Training programs are necessary to enhance employee
1 I prog Y PIoy 3.77 0.893

ability.

Cybersecurity training is essential needed to protect
2 o 3.87 0.857
the digital infrastructure of the bank.

Training needs involve identifying cybersecurity
3 ) 3.83 0.789
skills and knowledge gaps among employees.

It is necessary that training programs be modified to
4 3.87 0.816
meet the actual needs.

GTB Bank employees are required to complete
5 _ O 3.77 0.814
cybersecurity training.

Overall Mean Scores 3.82

Source: Survey Results (2024)

According to Table 4.5, respondents on the training needs for the cyber security
training course in GTB bank, particularly emphasizing that Cyber security training is
essential to protect the digital infrastructure of the bank and it is necessary that training
programs be modified to meet the actual needs, both of which had a mean score of 3.87.
Conversely, respondents barely agreed that Training programs are necessary to enhance
employee ability and GTB Bank employees are required to complete cyber security
training, with a minimum mean score of 3.77. The overall mean score for the training
needs was 3.82, indicating that, on average, respondents agree with the importance and

necessity of the cyber security training needs at GTB Bank.
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4.4.2 Cyber Security Training Objectives

The study assessed employees' perceptions of cyber security training objectives
at GTB Bank through five statements. The cyber security training objectives were:
clearly defined, aimed at understanding security issues and promoting responsible
actions; helped employees understand the importance of cyber security; aligned well
with employee work competency; and well-trained employees feel more confident in
their ability to identify and address cybersecurity threats, thereby reducing the
likelihood of successful attacks. Each statement was rated on a Likert scale from 1 to
5. The detailed mean values and standard deviations for these statements are presented
in Table (4.6) below.

Table (4.6) Cyber Security Training Objectives of GTB Bank

Sr. No. Description Mean | Std. Dev

. The cybersecurity training objectives were clearly | 3.73 0.851
defined.

5 The objectives of cybersecurity training are to 3.94 0.943
understand security issues and to act responsibly.

3 The cybersecurity training objectives helped 3.77 0.998
understand the importance of cybersecurity.

A The cybersecurity training objectives at GTB Bank 3.83 0.944
aligned well with employee work competency.

; The cybersecurity objectives are to identify and 3.81 0.960
effectively mitigate potential cyber threats.

Overall Mean Scores 3.82

Source: Survey Results (2024)

According to Table (4.6), respondents on the training objective for the cyber
security training course in GTB bank, particularly emphasizing that "The objectives of
cyber security training are to understand security issues and to act responsibly,” which
had a mean score of 3.94. Conversely, respondents barely agreed that "The cyber
security training objectives were clearly defined,"” with a minimum mean score of 3.73.
The overall mean score for the training objectives was 3.82, indicating that, on average,

respondents agree with the cyber security training objectives at GTB Bank. This
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suggests that the training objectives are perceived as clearly defined, relevant to

employees' roles, and effective in enhancing their cyber security awareness and skills.

4.4.3 Cyber Security Training Content

The study evaluated employee perceptions of the cyber security training content
at GTB Bank using five statements: The training content provides a platform for
technical skills, covers all necessary aspects of cyber security, is easy to understand,
the examples and case studies used were relevant to the job, and the training programs
provide opportunities to update existing skills and acquire new technologies for
employees in cyber security training. Each statement was rated on a Likert scale from
1 to 5. The detailed mean values and standard deviations for these statements are

presented in Table (4.7) below.

Table (4.7) Cyber Security Training Content of GTB Bank

Sr. No. Description Mean | Std. Dev
1 The t_raining content is providing a platform for 3.81 0.917
technical skills.
2 The training content covered all necessary aspects | 3 76 0.960
of cyber security.
3 The training content was easy to understand. 3.71 0.915
4 The e>$amples and case studies used were relevant 3.80 0.990
to the job.
Training programs provide opportunities to
5 update existing skills and acquire new 3.81 0925
technologies for employees in cyber security
training
Overall Mean Scores 3.78

Source: Survey Results (2024)

According to Table (4.7), respondents on the training content for the cyber
security training course in GTB bank. Among the individual items, "The training
content was easy to understand” received the lowest mean score of 3.71. The overall
mean score of 3.78 indicates that, on average, respondents agree with the significance

and effectiveness of the training methods employed.
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4.4.4 Cyber Security Training Methods

To assess employee perceptions of the cyber security training method at GTB
Bank, the study presented five key statements: The training methods used for delivering
cyber security training play a significant role and are helpful and practical for
employees in the current workplace. The hands-on exercises provided a better
understanding of cyber security practices. Using multimedia, such as videos and slides,
significantly enhanced the learning experience. The pace of the training was appropriate
for effective learning. Each statement was rated on a Likert scale from 1 to 5. The
detailed mean values and standard deviations for these statements are presented in
Table 4.8 below.

Table (4.8) Cyber Security Training Methods of GTB Bank

Sr. No. Description Mean | Std. Dev

1 The .trainir?g. methods yseq.for delivering cyber 3.66 0947
security training play a significant role.

2 Cybersecurity training methods are helpful and 3.75 0.998
practical for employees in the current workplace.

3 The hands-F)n exercises provi.ded a be.tter 3.69 0.970
understanding of cyber security practices.

4 The use of multimedia, such as videos and slides, 3.75 0.991
significantly enhanced the learning experience.

5 The pgce of thg training was appropriate for 3.68 0951
effective learning.

Overall Mean Scores 3.70

Source: Survey Results (2024)

According to Table (4.8), respondents highlighted that the training methods for
the cyber security training course at “Cybersecurity training methods are useful and
practical for employees in the current workplace” and “Using multimedia, such as
videos and slides, significantly enhanced the learning experience”, both of which had a
mean score of 3.75. Conversely, respondents barely agreed that "The training methods
used for delivering cyber security training play a significant role,” with a minimum
mean score of 3.66. The overall mean score of 3.70 indicates that, on average,
respondents agree with the significance and effectiveness of the training methods

employed.
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4.4.5 Cyber Security Training Evaluation

The study evaluated employee views on cyber security training evaluation at
GTB bank using five distinct statements: Regular evaluation of employee
understanding of cyber security concepts is essential; the specifications used to evaluate
the course are unbiased and fair; timely feedback was received on performance; the
feedback provided during the training process helped identify areas for improvement.
Each statement was rated on a Likert scale from 1 to 5. The detailed mean values and

standard deviations for these statements are presented in Table 4.9 below.

Table (4.9) Cyber Security Training Evaluation

Sr. No. Description Mean | Std. Dev

1 Regular eva}luation of en_wployee _understanding of 373 0.880
cyber security concepts is essential.

) The_methods us_ed to evaluate the course are 3.74 0.839
unbiased and fair.

3 Tirr_lely feedbgc_k was received on performance 3.70 0.809
during the training.

4 The feedback provided during the training was 3.82 0875
helpful.

5 The evaluation process helped identify areas for 3.78 0874
improvement.

Overall Mean Scores 3.75

Source: Survey Results (2024)

According to Table (4.9), respondents particularly emphasized the training
evaluation for the cyber security training course at GTB bank, noting that "The
feedback provided during the training was helpful,” which had a mean score of 3.82.
Conversely, respondents barely agreed that "Timely feedback was received on
performance during the training,” with a minimum mean score of 3.70. The overall
mean score of 3.75 indicates that respondents generally agree on the importance and

effectiveness of the evaluation process used in the training program.
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45  Descriptive Statistics for Employee Behavior and Work Performance

In this section, employee behaviors and work performance are measured. The
specific items related to employee behaviors and work performance are detailed in
Tables (4.10) and (4.11).

45.1 Employee Behavior

The study evaluated employees' views on behavior perception at GTB bank
using five distinct statements: Regularly complying with cybersecurity protocols at
work, promptly reporting suspicious activities or potential threats, encouraging
colleagues to follow cybersecurity best practices, staying updated with the latest
cybersecurity trends and practices, and assuming responsibility for maintaining
cybersecurity within the organization. Each statement was rated on a Likert scale from
1 to 5. The detailed mean values and standard deviations for these statements are
presented in Table (4.10) below.

Table (4.10) Employees Perception of Behavior

Sr. No. Description Mean | Std. Dev

1 Regularly complying with cyber security protocols 3.87 0932
at work.

) Promptly reporting suspicious activities or 3.87 0.892
potential threats.

3 Encouragi_ng colleagues to follow cyber security 3.83 0.870
best practices.

4 Remaining informed about the latest 3.94 0.907
cybersecurity trends and practices.

5 Assuming responsibility for maintaining cyber 3.91 0922

security within the organization.

Overall Mean Scores 3.88

Source: Survey Results (2024)

According to Table (4.10), respondents particularly emphasized the employee
behavior for the cyber security training course at GTB bank, noting that " Remaining
informed about the latest cybersecurity trends and practices,” which had a mean score
of 3.94. Conversely, respondents barely agreed that " Encouraging colleagues to follow

40



cyber security best practices.,” with a minimum mean score of 3.83. The overall mean
score of 3.88 indicates that respondents generally agree on the importance and

effectiveness of the employee behavior process used in the training program.

4.5.2 Employee Work Performance

The study evaluated employees' views on work performance perception at GTB
bank using five distinct statements: The cybersecurity training has positively impacted
overall work performance; the ability to solve cybersecurity-related issues has
improved; there has been a reduction in cybersecurity mistakes or incidents at work;
training makes employees more prepared to handle cybersecurity threats. Each
statement was rated on a Likert scale from 1 to 5. The detailed mean values and
standard deviations for these statements are presented in Table (4.11) below.

Table (4.11) Employees Perception of Work Performance

Sr. No. Description Mean Std. Dev

The cyber security training has positively
1 ) 3.87 0.895
impacted overall work performance.

The ability to solve cyber security-related issues
2 ) 3.83 0.870
has improved.

Training has resulted in a reduction in cyber
3 ) _ o 3.78 0.968
security mistakes or incidents at work.

Training makes employees more prepared to
4 ) 3.77 0.986
handle cybersecurity threats.

Positive feedback on work performance has been
5 _ ) o 3.79 0.978
received since the training.

Overall Mean Scores 3.81

Source: Survey Results (2024)

According to Table (4.11), respondents emphasized the impact of the
cybersecurity training course at GTB Bank on employee work performance,
particularly noting that "the cybersecurity training has positively impacted my overall
work performance,” which received a mean score of 3.87. Conversely, respondents

barely agreed that " Training makes employees more prepared to handle cybersecurity
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threats,” with a minimum mean score of 3.77. The overall mean score of 3.81 indicates
that respondents generally agree on the importance and effectiveness of the employee

work performance process used in the training program.

Table (4.12) Overall Mean Score of Cybersecurity Training Practices

Sr. No. Description Mean Std. Dev
1 Cyber Security Training Needs 3.82 0.802
2 Cybersecurity Training Objective 3.82 0.871
3 Cybersecurity Training Content 3.78 0.825
4 Cybersecurity Training Method 3.70 0.929
5 Cybersecurity Training Evaluation 3.75 0.814
6 Employee Behavior 3.88 0.862
7 Employee Work Performance 3.81 0.818

Source: Survey Results (2024)

The descriptive statistics from Table (4.12) provide valuable insights into the
effectiveness of various aspects of cyber security training practices. Overall, the mean
scores across different categories, such as Cyber Security Training Needs, Objectives,
Content, Methods, and Evaluation, fall within a close range of 3.70 to 3.82, indicating
a consistent and moderately high perception of their effectiveness. Notably, the highest
mean score of 3.88 in Employee Behavior indicated that cyber security training
significantly influences employees’ security practices, enhancing awareness and
responsible behavior.

Moreover, the positive impact of cyber security training extends to overall work
performance, as indicated by a mean score of 3.81. This underscores the broader
benefits of well-implemented training programs, which not only foster a secure working
environment but also enhance overall work performance. These statistics emphasize the
need for continuous improvement in training content, methods, and evaluation

processes to maximize the benefits of cyber security training.
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4.6  Analysis on the Effect of Cyber Security Training Practices on Employee
Behavior
The connection between the independent and dependent variables was
investigated using multiple regression analysis. Table (4.13) displays the outcomes of
this analysis. The study aimed to determine the connection between employee
performance and essential banking training practices, including training needs,

objectives, content, methods, and evaluation.

Table (4.13) The Effect of Cyber Security Training Practices on Employee

Behavior

Unstandardized | Standardized
Coefficients Coefficients

Variable t Sig. VIF
Std.
B p
Error
(Constant) -0.065 | 0.154 | 0676
0.419
Cyber Security
- 0.782*** | 0.083 0.727 9.381 | 0.000 | 8.726
Training Needs
Cyber Security
0.127 | 0.083 0.128 1.535 | 0.127 | 10.148

Training Objective

Cyber Security

. 0.124** | 0.056 0.119 2.225 | 0.028 | 4.139
Training Content

Cyber Security
Training Method

0.001 | 0.029 0.001 0.045 | 0.964 | 1.456

Training Evaluation 0.001 0.031 0.001 0.033 | 0.974 | 1.214
R Square 0.901

Adjusted R Square 0.898

F Value 262.037***

Source: Survey Results (2024)

The outcome of the correlation reveals the impact of cyber security training
practices on employee behavior. The constant term, with a coefficient of -0.065 and a
significance level (Sig.) of 0.676, indicates that it is not statistically significant. This
implies that when all independent variables are equal to zero, the predicted employee

behavior is essentially negligible.
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Cyber Security Training Needs (B =10.782,  =0.727, Sig. = 0.000) has a strong
and significant positive effect on employee behavior, indicating this effect is highly
significant. The Variance Inflation Factor (VIF) is 8.726, suggesting some correlation
between predictors but generally acceptable.

Cyber Security Training Content (B = 0.124, = 0.119, Sis. = 0.028) has a
significant positive effect, although it is smaller. The VIF is 4.139, which is within
acceptable limits.

Cyber Security Training Objective (B = 0.127, B = 0.128, Sig. = 0.127) is not
statistically significant. Cyber Security Training Method (B = 0.001, = 0.001, Sig. =
0.964) also lacks statistical significance, with a VIF of 1.456 indicating no concerns
about predictor correlation. Similarly, Training Evaluation (B = 0.001, $ = 0.001, Sig.
= 0.974) is not statistically significant, and its VIF of 1.214 suggests no issues with
predictor correlation.

According to Table 4.13, the R Square value is 0.901, and the Adjusted R Square
value is 0.898. These values indicate that the model explains a significant proportion of
the variance in employee behavior. The F Value of 262.037 signifies that the overall
regression model is statistically significant, implying that the combined effect of the

independent variables on employee behavior is substantial.

4.7  Analysis on the Effect of Employee Behavior on Employee Work
Performance
This study examines the impact of employee behavior on employee work
performance at GTB Bank using regression analysis. The regression analysis is
presented in Table (4.14).
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Table (4.14) The Effect of Employee Behavior on Employee Work Performance

Unstandardized | Standardized
Variable Coefficients Coefficients ¢ sig. VIF
o [8]

(Constant) 0.504*** | 0.137 3.686 | 0.000
Work Performance 0.851*** | 0.034 0.897 24.719 | 0.000 | 1.000
R Square 0.805
Adjusted R Square 0.804
F Value 611.045***

Source: Survey Results (2024)

According to the table (4.14) The regression analysis offers important insights
into the relationship between employee behavior and work performance at GTB Bank.
The analysis reveals that the coefficient for work performance is 0.851, a standardized
coefficient (B) of 0.897. A strong positive relationship in standardized terms

The R Square value of 0.805 indicates that 80.5% of the variance in work
performance can be explained by employee behavior, with an Adjusted R Square of
0.804 confirming a strong model fit. The F Value of 611.045 further signifies that the
overall regression model is statistically significant, underscoring the substantial
influence of employee behavior on work performance. Additionally, the Variance
Inflation Factor (VIF) for work performance is 1.000, indicating no multicollinearity

issues and suggesting that the predictor variable provides reliable estimates.

45



CHAPTER V
CONCLUSION

This chapter includes three main parts of the study. The first part is findings and
discussions from previous chapters. Following, the second part is suggestions and
recommendations based on the study’s findings. The final part is the limitations, and
the need for further research on employee work performance. Therefore, the findings

based on the research objectives which guided the study are summarized below.

5.1  Finding and Discussion

This study examines the cybersecurity training practices provided by Global
Treasure Bank and the effect of cybersecurity training practices on employee work
performance at Global Treasure Bank. The data were collected using structured
questionnaires based on a five-point Likert scale, distributed to a sample of 150
employees, including IT managers and staff, random selected from 150 branches of
GTB Bank in Myanmar.

A demographic survey of 150 employees at Global Treasure Bank shows that
65% are female and 35% are male. The majority of the employees are aged between 26
and 45 years (74%), and most hold graduate degrees (71%). Job roles vary widely,
ranging from Junior/Senior Assistants (38%) to Managers/Assistant Managers (30%).
Experience levels are balanced, with groups having 4-6 years and over ten years of
experience (23%).

The pervasive nature of cyber threats in the digital landscape necessitates a
robust response from organizations, particularly financial institutions, that handle
sensitive customer data and transactions. GTB Bank, like many others in the sector,
faces the dual challenge of ensuring robust cybersecurity measures while maintaining
high employee work performance.

According to the survey results, this study indicates a positive relationship
between cybersecurity training and employee work performance at GTB bank.
Quantitative analysis revealed that employees who participated in comprehensive
training programs reported higher levels of performance levels, as measured by their
ability to identify and mitigate security threats, adherence to security protocols, and
overall job efficiency.
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The positive effect between cybersecurity training and employee performance
supports assertions about the essential role of training in enhancing security awareness
and operational efficiency. The effect of training on employee performance underscores
the necessity for continuous investment in employee development programs. For GTB
bank, these findings suggest that enhancing the scope and depth of cybersecurity
training can lead to substantial improvements in employee work performance, prove IT
knowledge, best practices, and overall security posture, offering a competitive
advantage in the increasingly digital financial landscape.

5.2  Suggestion and Recommendation

Based on the findings of the study, the following are some suggestions and
recommendations to enhance employee work performance. This study investigated how
GTB bank employees performed in relation to cybersecurity training practices,
including needs, objectives, methods, and evaluation.

GTB bank should consider expanding the scope of cybersecurity training to
cover emerging threats and technologies. Training modules could include simulations
and real-life scenarios to better prepare employees for handling complex security
challenges. Recognizing the diverse job roles within the organization, GTB bank should
customize training programs to address specific cybersecurity needs relevant to
different departments and levels of responsibility.

Implementing a culture of continuous learning is essential. GTB bank should
encourage employees to stay updated with ongoing refresher courses, webinars, and
certifications in cybersecurity to maintain high levels of awareness and competence.
Linking cybersecurity training outcomes with performance evaluation metrics can
incentivize employees to engage in training activities actively. Recognizing and
rewarding employees who excel in security practices can reinforce positive behavior.

Alongside training, GTB bank should invest in advanced cybersecurity tools
and technologies that complement employee skills. This includes regular updates to the
security software and tools used across the organization. Beyond formal training
sessions, GTB bank should promote a security-conscious culture where cybersecurity
is everyone's responsibility. Encouraging open communication channels for reporting
potential threats and fostering collaboration on security initiatives can strengthen
security posture. By implementing these recommendations, GTB Bank can improve

employee work performance but also strengthen its ability to withstand cyber threats,
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thereby protecting customer data and maintaining trust in the digital financial

landscape.

5.3 Needs for Further Study

This study offers valuable insights into the relationship between cybersecurity
training and employee work performance at Global Treasure Bank. Several avenues for
further research are identified. Conducting studies to observe the long-term effects of
cybersecurity training on employee performance could provide a deeper understanding
of sustainability and effectiveness over time. Comparing the effectiveness of different
cybersecurity training methods (e.g., online courses vs. in-person workshops) on
employee performance across various organizational contexts could reveal optimal
approaches. Extending the research to include comparative analysis with other sectors
beyond financial institutions could offer broader insights into the transferability of
cybersecurity training practices and their impact on employee performance.
Investigating external factors such as regulatory changes technological advancements,
and evolving cyber threats that may influence the effectiveness of cybersecurity training
and its impact on employee performance. Examining how cybersecurity training
initiatives influence organizational culture, particularly in terms of attitudes towards
security responsibilities and collaboration across departments. Conducting a
comprehensive cost-benefit analysis of cybersecurity training investments, including
both direct and indirect benefits (e.g., reduced security incidents, enhanced customer
trust), to justify resource allocations.

Addressing these areas of further study could enhance the depth and
applicability of findings related to cybersecurity training practices and their impact on
employee work performance, thereby contributing to more effective cybersecurity

strategies within GTB bank and similar organizations.
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APPENDIX A

SURVEY QUESTIONNAIRE

CYBERSECURITY TRAINING PRACTICES ON EMPLOYEE WORK
PERFORMANCE AT GLOBAL TREASURE BANK

Dear Participant,

I am Hnin Yu Wai, currently attending the Master of Banking and Finance
program at Yangon University of Economics. As part of my thesis titled "Cybersecurity
Training Practices on Employee Work Performance at Global Treasure Bank,” | am
conducting a survey to gather insights on the impact of cybersecurity training on
employee performance within our organization. Your participation is crucial in helping
us understand how training programs can be optimized to enhance work performance
and ensure robust cybersecurity practices. The survey will take approximately 10 days
to complete, and your responses will be kept confidential and used solely for academic

purposes.

Thank you for taking the time to participate in this survey. Your input is
invaluable to my research and will contribute significantly to the understanding and
improvement of cybersecurity training practices at Global Treasure Bank.

Your cooperation and support are greatly appreciated.

Sincerely,
Hnin Yu Wai

Master of Banking and Finance Student

Yangon University of Economics



Section 1: Demographic Information

1. Age
18-25

26-35
36-45
46-55

56 and above

2. Gender
Male

Female

3. Education Level
Under Graduate

Graduate
Master Degree

Doctor Degree

ool Ul bubud

Other

4. Job Level
Entry-level

Junior-level
Senior-level
Executive

Other(please specify)

HUHL

5. Years of Experience at GTB
Less than 1 year

1-3 years
4-6 years
7-10 years

HUHL

More than 10 years



APPENDIX B

This section is focused on measuring employee perceptions within Global
Treasure Bank. The scale that was used in this item was an interval scale. In particular,
the respondents were asked to rate on a 5-point Liker scale their perceptions and
opinions with respect to the statements, with 1= strongly disagree and 5= strongly

agree.

Section 2: Training Practices

Part I: Cyber Security Training Needs

Sr.

Particular 1 2 3 4 5
No.

Training programs are necessary to enhance
employee ability.
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Cyber security training is essential needed to
protect the digital infrastructure of the bank.
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Training needs involve identifying cyber security
skills and knowledge gaps among employees.
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It is necessary that training programs be
modified to meet the actual needs.
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GTB Bank employees are required to complete
cyber security training.
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Part I1: Cyber Security Training Objective

Sr. .
No. Particular
The cybersecurity training objectives were
clearly defined.
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The objectives of cybersecurity training are to
understand security issues and to act
responsibly.
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The cybersecurity training objectives helped
understand the importance of cybersecurity.
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The cybersecurity training objectives at GTB
Bank aligned well with employee work

competency.
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The cybersecurity objectives are to identify and
effectively mitigate potential cyber threats.
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Part I111: Cyber Security Training Content

Sr.
No.

Particular

The training content is providing a platform for
technical skills.
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The training content covered all necessary
aspects of cybersecurity.
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The training content was easy to understand.
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The examples and case studies used were
relevant to the job.
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Training programs provide opportunities to
update existing skills and acquire new
technologies for employees in cybersecurity
training
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Part IV: Cyber Security Training Methods

Sr.
No.

Particular

The training methods used for delivering
cybersecurity training play a significant role.
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Cybersecurity training methods are helpful and
practical for employees in the current
workplace.
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The hands-on exercises provided a better
understanding of cybersecurity practices.
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The use of multimedia, such as videos and
slides, significantly enhanced the learning
experience.
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The pace of the training was appropriate for
effective learning.
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Part V: Cyber Security Training Evaluation

Sr.
No

Particular

Regular evaluation of employee understanding
of cybersecurity concepts is essential.
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The methods used to evaluate the course are
unbiased and fair.
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Timely feedback was received on performance

during the training.
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The feedback provided during the training was
helpful.
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The evaluation process helped identify areas for
improvement.




Section 3: Employee Behavior and Employee Work Performance

Part I: Employee Behavior

Sr.

No. Particular 1 2

Regularly complying with cyber security

protocols at work.
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Promptly reporting suspicious activities or
potential threats.
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Encouraging colleagues to follow cyber
security best practices.
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Remaining informed about the latest

cybersecurity trends and practices.
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Assuming responsibility for maintaining cyber

security within the organization.
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Part I1: Employee Work Performance

Sr.
No.

Particular

The cyber security training has positively
impacted overall work performance.
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The ability to solve cyber security-related

issues has improved.
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Training has resulted in a reduction in cyber
security mistakes or incidents at work.
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Training makes employees more prepared to
handle cybersecurity threats.
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Positive feedback on work performance has
been received since the training.

C ¢ ocC C C C C C "T‘
oocooq?sqﬁ,ejmﬁ CO0C$30L:6800CEPOIG0
%@lwememéem ”@@HI(TS%PSOPB

Co ON ’] (§
C\)(‘D@Glﬂ?() OD&?"




APPENDIX C
REGRESSION ANALYSIS

The Effect of Cyber Security Training Practices on Employee Behavior
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C:\Users\Hnin Yu Wai\Desktop\Ma Hnin
(SPSS)Out Put\Untitled1.sav
DataSet1
<none>
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User-defined missing values are treated as
missing.
Statistics are based on cases with no
missing values for any variable used.
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Regression

Descriptive Statistics

Mea Std.
n Deviation N
Employee Behavior 3.88 0.862 150
Cyber Security Training Needs 3.82 0.802 150
Cybersecurity Training Objective 3.82 0.871 150
Cybersecurity Training Content 3.78 0.825 150
Cybersecurity Training Method 3.70 0.929 150
Cybersecurity Training Evaluation 3.75 0.814 150
Model Summary®
Change Statistics
Std.
Error of R
R Adjusted the Square F Sig. F Durbin-
Model R Square | R Square | Estimate | Change | Change | dfl | df2 | Change | Watson
1 9492 | 0.901 0.898 0.276 0.901 | 262.037 51| 144 0.000 1.937

a. Predictors: (Constant), Cybersecurity Training Evaluation, Cybersecurity Training Content, Cybersecurity

Training Method, Cyber Security Training Needs, Cybersecurity Training Objective

b. Dependent Variable: Employee Behavior



ANOVA?

Sum of Mean
Model Squares df Square F Sig.
Regression 99.848 5 19.970 262.037 .000P
1 Residual 10.974 144 0.076
Total 110.822 149

a. Dependent Variable: Employee Behavior

b. Predictors: (Constant), Cybersecurity Training Evaluation, Cybersecurity Training Content,
Cybersecurity Training Method, Cyber Security Training Needs, Cybersecurity Training Objective

Coefficients?
Standa
rdized
Unstandardized Coeffi 95.0% Confidence
Coefficients cients Interval for B Correlations Collinearity Statistics
Std. Lower Upper Zero- Tolera
Model B Error Beta t Sig. Bound Bound order Partial Part nce VIF
1 (Constant) -0.065 0.154 -0.419 0.676 -0.369 | 0.240

Cyber Security 0.782 0.083 | 0.727 9.381 0.000 0.617 | 0.947 | 0.944 | 0.616 | 0.246 | 0.115 8.726
Training Needs
Cybersecurity 0.127 0.083 | 0.128 1.535 0.127 -0.037 | 0.290 | 0.908 0.127 | 0.040 | 0.099 10.148
Training
Objective
Cybersecurity 0.124 0.056 | 0.119 2.225 0.028 0.014 | 0.234 | 0.823 0.182 | 0.058 | 0.242 4.139
Training
Content
Cybersecurity 0.001 0.029 | 0.001 0.045 0.964 -0.057 | 0.059 | 0.301 0.004 | 0.001 | 0.687 1.456
Training
Method
Cybersecurity 0.001 0.031 | 0.001 0.033 0.974 -0.059 | 0.061 | 0.151 0.003 | 0.001 | 0.823 1.214
Training
Evaluation

a. Dependent Variable: Employee Behavior



The Effect of Employee Behavior on Employee Work Performance

REGRESSION
/DESCRIPTIVES MEAN STDDEV CORR SIG N
IMISSING LISTWISE
ISTATISTICS COEFF OUTS CI(95) BCOV R ANOVA COLLIN TOL CHANGE ZPP
ICRITERIA=PIN(.05) POUT(.10)
/NOORIGIN
/DEPENDENT EWPMean
IMETHOD=ENTER EBMean
/RESIDUALS DURBIN

/ICASEWISE PLOT(ZRESID) OUTLIERS(3).

Regression
Descriptive Statistics
Std.
Mean Deviation N
Employee Work Performance 3.81 0.818 150

Employee Behavior 3.88 0.862 150




Model Summary®

Change Statistics
Std.
Adjusted | Error of R
R R the Square F Sig. F | Durbin-
Model R Square | Square | Estimate | Change | Change dfl df2 Change | Watson
1 8972 | 0.805 0.804 0.362 0.805 | 611.045 1 148 0.000 2.242
a. Predictors: (Constant), Employee Behavior
b. Dependent Variable: Employee Work Performancee
ANOVA?
Mean
Model Sum of Squares df Square F Sig.
Regression 80.172 1 80.172 611.045 .000P
1 Residual 19.418 148 0.131
Total 99.590 149
a. Dependent Variable: Employee Work Performancee
b. Predictors: (Constant), Employee Behavior
Coefficients?
95.0%
Unstandardized |Standardized Confidence Collinearity
Coefficients | Coefficients Interval for B Correlations Statistics
Std. Lower | Upper | Zero-
Model B Error Beta t Sig. |Bound |Bound | order |Partial | Part |Tolerance| VIF
1 (Constant) 0.504| 0.137 3.686( 0.000{ 0.234| 0.775
Employee 0.851| 0.034 0.897|24.719| 0.000| 0.783| 0.919| 0.897| 0.897| 0.897 1.000| 1.000
Behavior

a. Dependent Variable: Employee Work Performancee



