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Abstract

Nowadays, the classic technology called
cloud computing is very hot topic. It is widely
developed in various environments such as
information technology, business and medical,
etc. Cloud computing platform offers on-demand
services with elasticity, scalability on a simple
pay-per-use manner. However, there are many
challenges about security and privacy for cloud
infrastructure. Because security and privacy
preserving is very important task in cloud
computing and still implemented with various
ways. It is impossible to make complete cloud-
based infrastructure without implementation of
security policies. In this paper, we propose a new
secure cloud data storage with new DateTime-
based auditing system that implement for data
integrity. We use Trusted-third Party (TTP) and
Cloud Service Provider (CSP).

Keywords- Cloud Service Provider; Trusted-
third Party; Encryption.

1. Introduction

step forward from the grid-utility model. In the
heart of cloud computing infrastructure we find a
group of reliable services delivered through
powerful data computing centers that are based
on modern virtualization technologies and
related concepts such as component-based
system engineering, orchestration of different
services throughvorkflows and service-oriented
architectures (SOAS) [7].

Using cloud storage, every user can remotely
access and store their valuable data, applications
and services from a shared pool of configurable
computing resources without the burden of local
data storage and maintenance.

A Working Definition of Cloud Computing
from Mell [4] of NIST is as follows: Cloud
computing is a model for enabling convenient,
on-demand network access to a shared pool of
configurable  computing  resources (e.g.,
networks, servers, storage, applications, and
services) that can be rapidly provisioned and
released with minimal management effort or
service provider interaction. This cloud model
promotes availability and is defined in terms of
1) essential characteristics, 2) service models and
3) deployment models. The Essential Cloud

Cloud computing has recently emerge as &haracteristics are: on-demand self-service,
platform for managing, organizing andbroad network access, resource pooling, location
provisioning large-scale services through afndependence, rapid elasticity and measured
Internet-based infrastructure. It is a newservice.
computing paradigm and is being driven by The Cloud Service Models are: Software as a
many well known IT and vendors. Service (SaaS) — use provider’s applications over

Cloud computing builds on top of severala network, Platform as a Service (PaaS) -
other technologies, i.e. distributed computingfleploys customer-created applications to a cloud
grid computing, utility computing and autonomicand Infrastructure as a Service (laaS) — Rent
computing, and it can be envisaged as a natural



processing, storage, network capacity, and othstored in the cloud and the demand of long term
fundamental computing resources. continuous assurance of their data safely, the
The Cloud Deployment Models are: problem of verifying correctness of data storage
» Privatecloud: enterprise owned or leased. in the cloud becomes even more challenging.
* Community cloud: shared infrastructure for Secondly, Cloud Computing is not just a third
specific community. party data warehouse. The data stored in the
» Public cloud: sold to the public, mega-scale|q,d may be frequently updated by the users,

mfrgstructure. . including insertion, deleting, modification,
e Hybrid cloud: composition of two or more ; .
appending, reordering, etc. To ensure storage
cloud types.

Cloud computing can be immememedcorrectness under dynamic data update is hence

completely within an organizational computing®’ Paramount importance. However, this
environment as a private cloud. However thdynamic feature also makes traditional integrity

main thrust of cloud computing is to provide dnsurance techniques futile and entails new

means to outsource parts of that environment &PUtions. Last but not the least, the deployment
an outside party. As with any outsourcing of°f Cloud Computing is powered by data centers
information technology services, concerns exiginning in - a  simultaneous, cooperated and
about the implications for computer security and/iStributed manner, - Individual user's data is
privacy, particularly with moving  vital redundantly stored in multiple physical locations

applications or data from the organization’sto further reduce the data integrity threats.

computing center to their consumers o herefore, distributed protocols for storage

computing center of another organization correctness assurance will be of most importance
While reducing cost is a primary motivation'” achieving a robust and secure cloud data

for moving towards a cloud provider, reducingStorage system in the real world. However, such
responsibility for security should not be.Important area remains to be fully explored in the

Eventually, the organization is accountable foftérature [9].

the overall state of the outsourced service. 1h€ restof this paper is organized as follows.

Monitoring and addressing security and privac;'ln the next section, we discuss the related papers

issues remain in the purview of the organizationVith our work. In section 3, we present security

just as other important issues, such alréats in cloud computing. And then we

performance, availability, and recovery [3]. describe the proposed scheme in section 4.
From the perspective of data security, whictfinally, we conclude our paper in section S.

has always been an important aspect of quality of

service, Cloud Computing inevitably poses newl- Related Work

challenging security threats for number of

reasons. Firstly, traditional cryptographic In this section, we review existing secure

primitives for the purpose of data securitycloud data storage and auditing system. Firstly,

protection cannot be directly adopted due to th¥.R.Tribhuwan, V.A.Bhuyar, Shabana Pirsade

users’ loss control of data under Cloud6] proposed data storage security in cloud

Computing. Therefore, verification of correctcomputing through Two-way handshake based

data storage in the cloud must be conducteen Token Management. In the paper, they

without explicit knowledge of the whole data.presented a new two way handshake scheme

Considering various kinds of data for each usgvased on token management. They utilized the



homomorphic token with distributed verificatione Data Loss or Leakage: Some examples to
of erasure-coded data to ensure the correctness ofompromise data are 1) operational failures
users’ data in the cloud.Moreover, Cong Wang, (€-9., improper data deletion or alteration); 2)
Kui Ren, Wenijing Lou, and Jin Li [8] proposed inconsistent use of encryption and software

. keys (or loss of encryption keys); 3) unreliable
auditing system for secure cloud data storage

_ ) ) data storage; and 4) insufficient AAA controls
services. They presented that publicly auditable 5 zj1ow  unauthorized parties to access

cloud data storage is able to help nascent cloudsensitive data. The threat of data compromise
economy become fully established. But they had is mainly due to the architectural or
further challenges for accountability, multi- operational characteristics of the cloud

writer model, and performance. environment. L
Furthermore, SeongHan, Shin, Kazukunf Account or Service Hijacking: Account and

Kobara [5] also proposed secure cloud stora eservice hijacking, —usually —with stolen
prop 9 credentials, remains a top threat. With the

system. In their system, they showed how the gilen credentials, an attacker can access
leakage-resilient  authentication and data critical areas of the deployed cloud services to
management system works for secure cloud compromise confidentiality, integrity, and

storage. They introduced the LR-AKE client availability of data and those services. If cloud
interface. service providers also provide SSO (Single
Sign-On) or ID management services, the

Some researchers also implemented other . R
loud infrastructure that i ¢ account and service hijacking would cause the
secure cloud Infrastructure that provides a System ., atarg| damage on those services as well.

providers. Gansen Zhao, Chunming Rong, Jin Line above threats can be found in 1], [21:

Feng Zhang and Yong Tang [19] prqjected @ Encryption and Key Management: Encryption
system to ensure system integrity and provides data protection while  key
confidentiality of data, as cloud service providers management enables access to protected data.
may have complete control on the computing It is strongly recommended to encrypt data in
infrastructure that underpins the services. transit over networks, at rest, and on backup

Furthermore, there are a number of security media. In particular, d‘?‘ta encryption at re§t
. (e.g., for long-term archival storage) can avoid
systems for cloud mfrastructure._ And _many the risk of malicious cloud service providers or
researchers have been presented in the literaturnalicious multi-tenants abuse. At the same
to support system’s security. In this study, we time, secure key stores (including key backup
aim to introduce the concept of secure and recoverability) and access to key stores
computation and data storage in the context of must be securely implemented since improper
cloud computing (or access to) key storage could lead to the
compromise of all encrypted data.
. ) e Identity and Access Management: Secure
3. Security Threats in Cloud management of identity and access control is a
Computing critical factor to prevent account and service
hijacking. It is strongly recommended to
prohibit sharing of account credentials, to
In March 2010, CSA [2] a,”“of‘”ced the top leverage strong (multi-factor) authentication if
threats in cloud computing which, if not properly possible, and to consider delegated
secured, may cause devastating impacts on theauthentication and managing trust across all
mission-critical cloud services. Among those types of cloud services.

threats,



In order to guarantee security against ‘Datatorage, it does not offer any guarantee on data
Loss or Leakage’ and ‘Account or Serviceintegrity and availability.
Hijacking’ threats, this security guidance would Traditional cryptographic primitives for the
be summarized with three important keywordspurpose of data security protection cannot be
Credential Management, Strong Authenticationdirectly —adopted. In  particular, simply

and Key Management. downloading the data for its integrity verification
is not a practical solution due to the high cost of
4. The Proposed Scheme input/output (1/O) and transmission across the

network. Besides, it is often insufficient to ddtec
In this section, we present a frameworkdata corruption only when accessing the data, as
design of security protocol for cloud data storagé does not give correctness assurance for
service as shown in figure 1. Although theunaccessed data and might be too late to recover
infrastructures under the cloud are much mort€ data loss or damage. Considering the large
powerful and reliable than personal computing'z€ Of_ the outsourced data”and the owner's
devices, they still face a broad range of bot§onstrained resource capability, the tasks of

internal and external threats to data integrity. ~ auditing the data correctness in a cloud
environment can be formidable and expensive

Trusted-third Party Cloud Service Provider for data owners. Moreover, from the system
; ’ TR usability point of view, data owners should be
o able to just use cloud storage as if it is local,
= == without worrying about the need to verify its
e == ) integrity [8]. Therefore, we propose DateTime-
5 based auditing system to fully ensure data
File bbcess security and save data owners’ computation
ﬁ resources. Trusted-third party provides a
iﬁ transparent method for establishing trust between
@ data owner and cloud service provider (CSP).
Data Owner Usets . .
The general idea of the proposed system is to

encrypt the data before storing on the cloud. The
Figure 1. The architecture of cloud data gpecific  security requirements can  be
storage service. summarized as follows.
. a) The cloud service provider (CSP) that
Outages_ and security breache_s of notewort rovides data storage serv?ce should( not r)lave the
cloud services appear from time to timecanapility of cooperation the confidentiality of
Moreover, for benefits of their own, there arethe data by any means.
various motivations for CSPs, for monetaryb) Sharing of the data can be achieved by the
reasons, reclaiming storage by discarding da@uthorization. With a given authorization,

that has not been or is rarely accessed or evéthhorilzeddusers can then ag:dcess t%es‘liata k_l?ﬁt on

hiding data loss incidents to maintain at € cloud —service - provider ( )- €
. : authorization and the access of data should not

reputation. In short, although outsourcing dat@]ive the CSP any right to access and to write the

into the cloud is economically attractive for theqata.

cost and complexity of long-term large-scale data In  our system, we assume that a

public/private key pair with each entity for basic



security mechanisms is already in place to In this scenario, firstly, the system will

provide basic communication security. encrypt the plaintext and send to the TTP. And
then only resulting data will send to the CSP
4.1. Data Sorage without extra encryption process.

The system model assumed in this work is §3) Low Encryption Level
typical cloud computing model with three main

players. Send Orginal Plantext by using SS|

1. ACloud Owner or Consumer that employs g
Trusted-

Encrypted Data (P’)

Cloud Service
Provider
(CSP

Plaintext (P Plaintext (P

Encrypt Data

the cloud storage and process data. third
2. A Cloud Service Provider (CSP) which User Party
manages and operates a cloud infrastructure of
storage and computing service.

3. A Trusted-third Party (TTP) which loads In this scenario, the system will send original
the authorization mechanisms, cryptographi®laintext into the TTP without encrypting the

data structures , data auditihg and keyingata. In this step, we want to use TLS or SSL. In
material of more than one cloud customepext step, the resulting plaintext will encrypt and

between the cloud consumer and cloud servicgend to the cloud service provider (CSP) and
provider. store in the cloud servers. Firstly, every customer

Exploiting data encryption before must get access agreement with TTP to process

outsourcing is one way to mitigate the privacythe secure data storage.

concern. In our system, proposed system allows

the user to choose encryption level for their dat4.2 File Distribution Preparation

storage. Therefore, data or application

transferring protocol will vary on the customer In cloud data storage system, many
choosing encryption level. The cloud customersustomers store their data and application in the
can choose three levels: (i) high, (ii) median (iii cloud and no longer possess the data and control.

low. Therefore, correctness, availability and integrity
of the data files stored on the cloud service

(1) High Encryption Level provider must be guaranteed.
_ Encrypted Data () Encypted Data ey YVE  plan to use erasgre-qorr_ecting code to
Plaintext (P) tolerate multiple failures in distributed storage

Encrypt Data system. In erasure-coded storage systems, when
Use T't“his:jd' some detectable errors (including disk failures
Party and unrecoverable sector errors) occur, the lost

data caused by them can be reconstructed from

When the customers choose the higithe redundant data encoded by erasure codes. We
encryption level for their data storage, the systeely on this technique to disperse the data file F
will encrypt the plaintext and send to the TTPredundantly across a set of n=m+k distributed
And then resulting encrypted data will encrypiservers. A (m+k, k) Reed-Solomon erasure-
next time and send to the CSP. Because wm®rrecting code is used to create k redundancy
assumed that the Cloud Service Provider arnearity vectors from m data vectors in such a way
non-trusted. Therefore, the customers’ data carthat the original m data vectors can be

Encrypt Data

Cloud
Service
Provider
(CSP

disrupt by CSP. reconstructed from any m out of the m + k data
and parity vectors. By placing each of the m + k
(2) Median Encryption Level vectors on a different server, the original dale fi

can survive the failure of any k of the m+k
servers without any data loss, with a space
overhead of k/m. For support of efficient

Encrypted Data (P’)

Cloud Service
Provider
(CSP

Plaintext (P Plaintext (F)

Send Previous

Encrypt Data

Trusted-
third

User Party




sequential 1/O to the original file, the unmodified d= m(dt) || r; where ‘||'means concatenation
m data file vectors together with k parity vectorsand m (dt) means date and time parameters of
is distributed across m+k different servers [8]. data m.
2) And then hash the data.
4.3. Data Authentication h=H (d); where H (.) is cryptographic hash
function.
In proposed system, firstly, every customeB) Send this data to the TTP as a message digest
must authenticate to use data from the cloud@nd also store in a cloud service provider.
service provider (CSP). The following scenario igt) TTP stores message digest for every user after
authentication steps between trusted-third partgaving their data from the CSP.
(TTP) and cloud users. 5) When the user wants to make sure the storage
a) User firstly launches a mutual authenticatiogorrectness of the data in the cloud, the user
between TTP and users in order to confirnghallenges the CSP via TTP.
that he (or she) is expecting to communicaté) If the two matches in that case the user is
with TTP. ensured that his data on the cloud is stored
b) By successful authentication, user submits higorrectly, and if it does not match then the cloud
request of sharing data stored in CSP to TTBgrver is misbehaving.
which contains the information of data By using date and time parameters to audit
requested, user’s ID and public key and so onlata integrity, our approach only cost constant
c) TTP validates the request. If allows, TTP Willcommunication overhead for data auditing

send a token with a signature to user, whicQe.5,ise a constant amount of metadata is stored
contains the information of data allowed to

share, user’s ID and public key, operation
type to data and so on. 5. Conclusions and Future Work
d) By successful authentication, user submits the
token and the token’s signature to CSP. After | this paper, we proposed a new secure data
CSP validating the token and user’s identitystorage architecture for cloud computing. This

by verifying the token and the token'sgystem can be offered various encryption levels
signature, the data requested by the user frof§ the user. Therefore, users’ control can be

TTP will be sent to user. maximize and provided a more secure data
) . storage protocol. For the file distribution, we lwil
4.4. DateTime-Based Auditing System use erasure-coded data storage method. By using

it, some detectable errors occur; the lost data
In this section, we describe auditing approacBaused by them can be reconstructed from the
that is based on date and time parameters. Otfdundant data encoded by erasure codes. We
system intends to use date/time data as #so presented DateTime-based auditing system.
parameter for data auditing because this methorhis method provides data integrity and constant
is simple way and it is not necessary to retrieveommunication overhead because it is only
all file blocks from the server and the server haﬁecessary to extract the Corresponding hashed
not access the entire file. The process can kgte/time data from the cloud storage server to
briefly summarized as below. First of all, aftermatch it and it is not necessary to extract adl fil
file distribution, the user pre-computes som@locks. Moreover, confidentiality can be
message digest based on date and time that ifgaranteed. We plan to implement a fully
users’ last existing date and time from the CSRunctional protocol based on our design and

For a piece of datam, pre-computing and evaluate it's perform with other system in the
auditing phase are as follows. near future.

1) User pre-computes a message digest based on
date and time (dt) by combing with some randor'azeferenceS
numberr.
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