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Abstract for more intelligent and sophisticated security tcols
such as Intrusion Detection Systems (IDSs) for teobi
New security threats emerge against mobiledevices is necessary[6]. In general, there areb@mgic

devices as the devices’ computing power and storagapproaches in IDS to detect an intrusion: a) misuse
capabilities evolve. Preventive mechanisms likebased (also called signature-based), and b) anomaly
authentication, encryption alone are not sufficieat based (also called behavior-based). Although misuse
provide adequate security for a system. There is &ased IDS can immediately be employed to monitor
definite need for Anomaly detection systems th#it wi the mobile environment, only an anomaly-based I®S i
improve security on the mobile phone. In this war&, able to detect new, unforeseen vulnerabilities and
propose User Group Partition Algorithm and Behavior variants of known attacks[7]. Anomaly-based intonsi
Pattern Matching Algorithm to extract anomalouslsal detection profiles normal behavior and attempts to

from mobile call detail records effectively. identify patterns of user activities that deviateni a
_ predefined or dynamically updated profile[8,9]. \ghi
1. Introduction much research has been devoted to IDS, in the xtonte

of anomaly detection, the exploration of what is

Mobile devices have evolved and experlen_ced 3efined as “normal” has been limited and several
great success over the last few years. Such dearees important problems remain unsolved[10,11].

capable of performing sophisticated tasks and In this paper we concentrate on anomaly-based

communicate through various wireless interfaces[l].lDS for mobile network. We use a data set generated

However, along with their popularity, mobile dedce g5 5 gatabase of real world mobile communication
face an everyday growing number of security threatSpepyork information. The database provides the

This is .despite the vqriety O_f periphgral protettio following information for each transaction (use &f
mgchanlsms proposed m th? literature in recentsyea service by a customer): the initiation time, theation
Without doubt, authgnucanon and access control(in minutes), and the type of the service. From the
methods can be used in many cases, but aloneathey database, we generated a data set with 13,280
not sufficient to offer integral protection against
intrusions[2]. Overall, with the increasing risk of
mobile malware, the theft or loss of mobile deviaed 1.1. Motivation
the physical vulnerability, i.e. rewiring a circuit the
chip or using probing pins to monitor data flows to The motivation behind this approach is to seek
retrieve private keys or find flaws in the hardware proper as opposed to normal behavior. It also to
components, designing a highly secure mobile devicevercome the drawbacks of existing approaches such
is still a very challenging task[3]. as specification increasing, high false alarm ratel to
While more than four billion people enjoy their provide the solve options for users.
mobile devices using 2G/3G mobile networks,
Kaspersky Lab has very recently identified 39 new 1.2. Purposesof the System
mobile malware families (SMS trojans, iPhone
malware, Android spyware) with 143 modifications[4]
According to a ScanSafe report malware volumes grew
300% in 2008, and it is noted that most of the
legitimate web pages crawling on the Internet ae n
trustworthy or infected by different kinds of viesg5].
Moreover, according to the UK Home Office, 69% of
robberies include a mobile device. As a resulteadn

examples.

The purposes of this System are:
To study anomaly detection in mobile network
elaborately.

» To propose an effective detection system
using GP algorithm and BPM algorithm and
summarizing mobile user behavior.

* To eliminate the drawbacks of previous works
in anomaly detection in mobile network.
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» To develop the applicable anomaly detection[14] discussed how ANN and othertools can be agplie

system of mobile network effectively. against frauds in first generation (1G)mobile netso
» To help for getting high accuracy in detection They also presented an on-line securitysystemr&urdf
of anomalies in call detail records. detection of mobile phone operationsusing the RBF
e To highlight the importance of anomaly model. They have pointed out that it isvery hard to
detection process for mobile build a system capable of identifying anypossible
telecommunication network. fraud; however they managed a TPR of 97.50%.
e To observe the usefulness of mobile user Also, the authors in [17] proposed an on-line
behavior patterns. anomalydetection algorithm, based on Markov Model,
* To pinpoint the impacts of CDR features for where thekey distinguishing characteristic is tke aof
mobile user behavior monitoring. sequencesof network cell IDs traversed by a uséh W
this IDSthey attempted to address the problem bf Si
2. Literature Review cloningand MAC-address spoofing. Through their

_ experimentalprocedure a TPR of 87.50% has been

_Th's chapter presents some knowledge andytained. The work in[3] proposed a mobility-based
overview of approaches in the literature concemigdl  4nomaly detection schemeto detect cloning attanks a

anomalous behavior detection in mobile phone system .o, phone losses. The authorsemployed several

The work in [12] proposed a prototype of a t00l, nethods, such as high order Markovtechniques, the
based ona supervised Artificial Neural Network exponentially Weighted Moving AverageModel

(ANN), to detectanomalous behaviour on mobile (WMAM) and the Shannon’s entropy in orderto
communications, suchas service fraud and Subscribeéxpmre normal usage profile. The highest TPR

Identity Module (SIM)card cloning. The authors, &éas theyachieved was 89%.
on their prototype, reportaccuracy of a 92.50% Recently, in [18] the authors presented a
detection of fraudulent users and a92.5% correcfggiedfor experimenting with anomaly detection
classification of Iegmmat_e. users. The workin [13] 4 50rithmsand demonstrated its properties using two
proposed the Bayes Decision Rule (BDR) towardsthengypervisedanomaly detection methods, ie. Self-
generation of mob|I|ty_ user profll.es .Wlthln the Organizing Map(SOM) and clustering. They conclude
GlobalSystem for Mobile Communications (GSM) that hoth methodsare suitable for network monitprin
network. Byutilising their method the authors masthg The work in [19] presented a behavioral
to achieve_z aTPR. of 83.50%. One problem V_Vith thiSyetection framework for malwaretargeting mobile
approach is theprivacy of the end-user's usagéiles)  geyices. Particularly, the framework generates a
which are exposedto the telecqm carriers in order t majicious behavior signature database by extractiag
detect mistrusted users,as explained in [14]. ~ key behavior signatures from the mobilemalware. By
.HoIIrT\ en [15] has proposed fraud detection ging this scheme the authors tried to applya naetho
tech.rpquesm mobﬂg petworks P_Y means of USercg|ied Temporal Logic of Causal Knowledge(TLCK)
profiling andclassification. Specifically, the aath ,  oder to address the challenge  of
used ANN andprobabilistic models to detect pepayioraldetection. This is managed by providing a

anomalous usage andachieved a TPR of _69%compact “spatial-temporal” representation of progra
However, the presented methodfor fraud detection ig)ahavior.

based on an available large databasewith billiohs o To identify malicious behavior they used

records. As a result, this method can beseen @&y a gypport VectorMachine (SVM) classification to train
specific user profiling problem in frauddetectioihe  ¢jassifier fromboth normal and malicious data. Fhei
authors in [16] used ANN to form shortand long-term eyajyation on bothsimulated and real-world malware
statistical behavior profiles for GSM andUniversal samples indicates that behavioral detection is &ble
Mobile Telecommunication Systems iqentify current mobileviruses and worms with more
(UMTS)networks. They define two time spans over theihan 9% accuracy. The authors in [20] proposed
call datarecords, i.e. a shorter sequence or QUITERjisheter, a malware detectionsystem and cross-
BehaviorProfile (CBP) and a longer one or Behavioreya|yated Linear Regression, ANN andDecision Trees,
ProfileHistory (BPH). They also used the maximal for their ability to detect anomalous behaviors on
entropyprinciple to create statistical profiles and qpile devices. By monitoring powerconsumption on a

Hellinger distanceto calculate the distance between,qpile device and using ANN theyachieved TPR of
CBP and BPH. If thisdistance is greater than soree p gg 6005, However, VirusMeter detectioncan be
determined threshold, analarm is raised.The auilors g¢ected because  the precision of battery

258



powerindicators may vary significantly between Actually anomalous behavior detection for

different mobileOperating Systems (OS). mobile phone network is needed to reduce the
drawbacks of previous works in anomaly detection in
3.Research Methodology mobile phone network. And a relatively lightweight

and fast method is also needed to do the groupidg a
| behavi q ) ¢ bil matching mobile phone call patterns. So in this&ps
anomalous behavior detection system for mobiley,, 1,1 phone call detail records are used jstsn

network, should be able to effectively detect the, oo tively detect the anomalous mobile phonié ca
anomalous call and messages in mobile netwo%ehavior

communication. In order to accomplish this objestia
study of existing approaches to anomalous behavio 1 Data Collection
detection in mobile network is conducted. The peabl
of anomalous behavior detection in mobile netwag h In order to develop models of normal and
been investigated by researchers and many kinds aibnormal behavior and to be able to assess the
anomalous behavior detection methods have beediagnostic accuracy of the models, call data ekhipi
proposed. In general, there are two Approacheshwhic both kinds of behavior is needed. Gathering nowcaHl
can be observed. data is relatively easy as this mode dominates the
The first Approach is Anomaly-based Detection. population, but collecting abnormal call data isreno
Most of the Intrusion Detection Methods use theproblematic. Abnormal call data is relatively ramed
Anomaly-based intrusion detection. Actually Anomaly the data collection involving human labor is expeas
detection relies on models of the intended behavior In addition, the processing and storing of data is
users and applications and interprets deviatioomfr subject to restrictions due to legislation on peivaf
this ‘normal’ behavior as evidence of malicious data.
activity. The second Approach, Specification-based We use a data set generated from a database of
intrusion detection defines the precise expectedeal world mobile communication  network
behavior of the system for specific events like information.The database provides the following
messaging and calling. information for each transaction (use of a servcab
Some researcher proposed specification basedustomer): the initiation time, the duration (innuies),
intrusion prevention approach to detect unauthdrize and the type of the service. Fromthe database, we
access to sensitive services, such as SMS, audlib, a generated a data set with 13,280 examples.
video services. However in such approach, the numbe
of specifications increase if the number of attackse ~ 3.2. Data Structure
prevented increases. ,
Some researcher proposed Knowledge-based According to our study Telephone call, SMS are
intrusion detection schemes apply the knowledgg the focused on. o
have accumulated about specific attacks and system Every record of the Telephone call data file is

vulnerabilities. Using this knowledge database, anycomposedof the following collected features. Fitisg

action that is not explicitly recognized as an ctis featureNumber refers to the telephone number of the
considered acceptable. Otherwise, an alarm isarégly calleror the callee.The Timestampfeature represents
by the system. There are many different charatiesis thedate z?md time a Felgphone call .took. place. Next,

of intrusion systems available in the marketplace Transaction feature indicates the direction of lgthat
Expert systems are based upon knowledge base? Incoming - or h 0“290'”9- Tr;e Dure:;uoq
intrusion detection techniques. Each attack istitied eaturerepresents  the uration ot a  call in

by a set of rules. Rule-based languages are used sseconds.Eachrecord of the SMS data file in turn is

modeling the knowledge that experts have accurmhlateComposedOf the following features. The Number

about attacks/frauds. Information regarding Somefeature refers to themobile number the particular

intruders has also been added to these systems. message has sent or received.The Timestampfeature

major drawback of knowledge-based intrusion systemgepresents a date and is refe_rred to the datesmadz _
SMS has been sent or received. Next, the Transactio

is the difficulty in gathering the information omdwn s . : .
attacks (which should be updated regularly), andfeature indicates the direction of an SMS (incoming

developing a comprehensive set of rules that can bgroutgomg).
used to identify intrusive behavior.

The objective of this Research is to develop an
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3.3. Propaosed Approach

We have two key ideas for our proposed
approach: a call detail record user assessed amdheo

Group (i)Min = MinDur

Group(i)Max = Dist * i
MinDur = Group(i)Min
End for

anomalous call record has been detected. Based qrpr| =1 to GCount

these ideas, call detail record; there are threé ma
steps for detecting the anomalous call record hehav

They are 1) grouping the normal mobile phone users

according to their mobile phone usage, 2) matcttieg

abnormal mobile phone user with grouped mobile,user

For each record in CDR

If during of record is between Group(i)
Insert into Group(i)
Endif

End for

3) determining the new mobile phone transaction iSEndfor

normal or not.

We partition the mobile phone usage patterns

based on the following facts:
1) Counts and Duration of International Call,

2) Counts and Duration of International IncomindlCa
3) Counts and Duration of International Outgoindl,Ca
4) Counts and Duration of Local Call,

5) Counts and Duration of Local Incoming Call,

6) Counts and Duration of Local Outgoing Call.

First of all, we proposed the cleaning algorithm
to eliminate the negligible and missing transactiata
for our Anomalous Behavior Detection in Mobile
Network (ABDMN) system.

Algorithm CleanCDR

CleanCDR (CDR dataset)
for each CDR in dataset
begin
if the call duration <=0
then delete the call detail record
end if
Update CDR dataset
end

end for

Later, we apply the user group partitioning
algorithm to group the mobile phone users with kimi
mobile phone usage.

Definitions of Terms in the Proposed Algorithm
CDR = Call Detail Record

GP = Group Partitioning

MaxDur = Maximum Duration

MinDur = Minimum Duration

GCount = Group Count

Algorithm : Group Partitioning (GP)
Input: MaxDur, MinDur, GCount, CDR
Output: Group Data

Begin

Start with MaxDur, MinDur, GCount, CDR
For i= 1 to GCount

Dist = MaxDur /GCount
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end

Then, we apply the behavior pattern matching
algorithm to detect the anomalous mobile phonescall
Definitions of Terms in the Proposed Algorithm
BPM = Behavior Pattern Matching (BPM)

GP = Group Partitioning
seq = Sequence
m = Basic Vector
smty = Similarity

Algorithm Behavior Pattern Matching (BPM)
Input: Group Data and Test Data
Output: Similarity
begin
Start with k group and k test data,
Select the length m of the sequence (seq)
seq = m * unit vector
Match(group data, test data)
Store maximum value as highest similarity measure
Store the vector containing the maximum values.
Repeat for all group — test combination
end
Algorithm: Match Function
Input: group data, test data
Output: maximum similarity
begin
smty =0
for each position I, in the sequence length
if position | holds no of call info then
ifseq_test(i) = seq_group(i) AND seq_test(i) != 0
then smty+=1
record position,
elseif position | holds duration info then
ifseq_test(i) 1= 0 AND seq_test(i) <= (1+X) *
seq_group(i) AND
seq_test(i) >= (1-X) * seq_group(i) then smty
+=1
smty(seq_test(i),k)= max {smty (seq_test(i), Seqj)
end
System flow diagram for our proposed system is
shown in figure 3.1.



Input Call Detail
Record
SRR

Cleaninglnput CDR with CleanCDR Algorithm

Y
Grouping Mobile User with GP Algorith

Matching Input & Group Behavior with BPM Algorithi

Detecting the CDR Normal or N

V
Inserting CDR to Group

Y
Analyzing the CDI

Vv

Display theDetected Lis
& Summarization Report

Enc
Figure 3.1 System Flow Diagram

4. Implementation of Proposed System

number of calls.The output of this Phase is Caliaibe
Record Groups with similar behavior.

Figure4.1l. Calculating Count and Duration of
M obile Phone Calls

lemuatg. 1+l

Figure4.2. Grouping M obile Phone Calls
4.2 Phase 2: Behavior Pattern Matching

The goal of this Phase is to effectively detect
Sudden Change in Behavior of the mobile phone
user.The inputs for this Phase are the Call Detail
RecordGroups which are the output of Group
Partitioning Phase, the first Phase of the System.T
processes proposed for this Phase of the System
are:Matching new input with Group behavior, Detect
the call data if normal or abnormal, Analyzing tall
DetailRecords.The output of this Phase is detected
anomalous mobile phone call patterns, the primaal g
of the Proposed System.

The main objective of this System is to propose
an anomalous behavior detection system. The system
proposes User Group Partition Algorithm and Behavio
Pattern Matching Algorithm to extract anomaloudscal
from mobile call detail records effectively.

4.1Phase 1. Grouping Mabile Phone User
Groups

The goal of this Phase is to effectively classify
the call record data based on the attributes dideshil
record.The inputs of this Phase are Call Detail
Records.The processes that effectively carry out fo

Figure4.3. Abnormal Call Detail Record
Expressed in Red Color

Then the system returns the user watching list of

this Phase are: 1.Cleaning the Call Record Dataabnormal call detail records as shown in figure 4.3

2.Grouping the dataset based on Call Duration and
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