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Abstract 
 

Networks fundamentally rely on the Address 

Resolution Protocol (ARP) for proper operation.   

Address Resolution Protocol (ARP) is a protocol                 

for mapping an Internet Protocol address (IP 

address) to a physical machine address(MAC 

address) that is recognized in the local network. IP 

address is 32 bits long and MAC address is 48 bits 
long. A table, usually called the ARP cache, is used 

to maintain a correlation between each MAC address 

and its corresponding IP address. ARP provides the                 

protocol rules for making this correlation and               

providing address conversion in both directions.                   

This system implements with a tool to display                           

IP-to-Physical address translation tables used by                  

ARP cache. This system manages processes using                 

IP  by Java.  

 

1. Introduction 
 

 A network consists of two or more computers 

that are linked in order to share resources (such as 

printers and CDs), exchange files, or allow electronic 

communications. The computers on a network may 

be linked through cables, telephone lines, radio 

waves, satellites, or infrared light beams.The two 
basic types of networks include: Local Area Network 

(LAN) and Wide Area Network (WAN) . 

 

1.1 Objectives of Network 

 
1. Serve as a clearinghouse for information on 

intergenerational programs: 

a. Maintain a databank on existing programs 

b. Bring together organizations for interge-

nerational joint projects  

c. Maintain information on sources of funding 

for intergenerational programs.  

2. Increase public awareness on interge-nerational 

programs.  

a. Sponsor intergenerational conferences and 

workshops  

b. Publish and disseminate information and 

research on intergenerational objectives and 
programs.  

3. Establish statewide objectives and act as 

advocate for public policies concerning 
intergenerational programs.  

4. Serve as point of contact and coordinator with 

other intergenerational coalitions and advocacy 

groups.  

When data are transferred in network, it is sent 

by dividing as a packet. During captured these 

packets, every hosts can be seen only ARP packets. 

So, ARP[10] protocol is the essential protocol in 

network medium. 

 

2.  Protocol 
 

When computers communicate with each 

other, there needs to be a common set of rules and 

instructions that each computer follows. A specific 

set of communication rules is called a protocol. 

Because of the many ways computers can 

communicate with each other, there are many 
different . 

 

2.1 The Open System Interconnection (OSI) 

Reference Model  

 
Models are useful to understand difficult 

concepts and complicated systems. When it comes to              

networking, there are several models that are used to 

explain the roles played by various technologies,                   

and how they interact. Of these, the most popular and 

commonly used is the Open Systems Interconnection 

(OSI)Reference Model that is to provide a framework 

for both designing networking systems and for 

explaining how they work. The existence of the 

model makes it easier for networks to be analyzed, 

designed, built and rearranged. The seven layers of 
OSI model are- 

Layer 1 Application 

Layer 2 Presentation 

Layer 3 Session 

Layer 4 Transport 

Layer 5 Network 

Layer 6 Data Link 

Layer 7 Physical  
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Figure 1: The seven layers of OSI 

The Address Resolution Protocol (ARP)[9] is the 

glue that holds together the network and link layers 

of  the IP protocol stack. The primary function of 

ARP is to map IP addresses onto hosts hardware 

addresses within a local area network. As such, its 

correctness is essential to proper functioning of the 

network. However, like other protocols within IP, 

ARP is subject to a range of serious and continuing 
security. 

 

3. Related Work 
 

Several attempts have been made to address the 

above security issues through methods external to the 

ARP protocol. For example, it has been proposed that 
hosts can statically configure ARP tables [9]. Of 

course, this would incur a huge administrative 

overhead and is largely intractable for dynamic 

environments. Conversely, the port security, features 

available in recent switches restrict the use of 

physical ports to configured MAC addresses. This 

approach only prevents certain kinds of MAC 

hijacking, but does nothing to prevent MITM attacks. 

Hence, it is only a partial (and in many ways limited) 

solution. 

Another solution is to monitor the ARP poisoning 
problem, by extending the current ARP protocol 

implementation. Instead of the traditional stateless 

ARP cache, use a state ARP cache in order to 

manage and secure the ARP cache.  Also use a novel 

approach by monitoring responding time which is 

different between normal and malicious ARP reply. 

This method records ARP cache that may be 

malicious ARP reply, using the records we discover 

the attackers whose responding time is abnormal 

comparing with other responding time. 

And there are many uses of ARP protocol. So 

ARP protocol is the basic essential protocol. 

 

 

 

4.  Address Resolution Protocol(ARP) 
 

Sending IP packets on a network requires 

mapping from an IP address to a MAC address (the 

physical or hardware address).ARP dynamically 

binds the IP address (the logical address) to the 

correct MAC address. Before IP unicast packets can 

be sent, [8]ARP discovers the MAC address used by 

the Ethernet interface where the IP address is 

configured.Hosts that use ARP maintain a cache of 

discovered Internet-to-Ethernet address mappings to 

minimize the number of ARP broadcast messages. To 

keep the cache from growing too large, an entry is 
removed if it is not used within a certain period of 

time. Before sending a packet, the host looks in its 

cache for Internet-to-Ethernet address mapping. If the 

mapping is not found, the host sends an ARP request. 

 
Figure 2:  Time-sequence example of ARP 

on broadcast LAN 

 

ARP REQUEST MESSAGE 
 

 Destination contains broadcast MAC 

address ff.ff.ff.ff.ff.ff. 

 Source contains initiating system’s MAC 

address and IP address. 

 

ARP REPLY MESSAGE 

 
 Destination contains requestor’s MAC 

address and IP  address 

 Source contains replying system’s MAC 

address and IP  address 

 

ARP MESSAGE FORMAT 

 
 ARP packets provide mapping between 

hardware layer and internet protocol(IP) layer 

addresses. 

Service Access Point 

(SAP) 

Represented  

in the time sequence 

  



  

 20 bytes of ethernet/IP address data 

 8 bytes of ARP data 

 28 byte header for IPv4 ethernet network 

 6 ARP messages 

 ARP request and reply 

 ARP reverse request and reply 
 ARP inverse request and reply 

 

4.1  Internet Protocol (IP) 

 
  Internet Protocol is a unique ID which 

distinguishes one computer from all the others in 

the world when connected to the Internet. The IP 
is a series of numbers which is called  IP address. 

 

4.2  Media Access Control  
 

 The MAC (Media Access Control) address is 

computer's unique hardware number. When 

connected to the Internet from computer (or host 

as the Internet protocol thinks of it), reply a 

correspondence table relates IP address to 
computer's physical (MAC) address on the LAN. 
 

 
Figure 3: Hosts Broadcasts for another Hosts 

MAC address 

 

4.3 Nodes, Hosts and Routers 

 
• A node is a physical entity connected to the 

network, which implements the protocol 

specified with it . 

• A router is a node that performs some 

forwarding function on the data carriers. 

•  A host is a node that can only operate as 

end-point of a communication at this 

protocol level and never performs routing 

functions at that protocol level.  

 

 
 

5. Implementation of the System 
 

The system intend to know which devices are 

connected in a network. If any host occur changes, it 

can know immediately and can trace out all 

information about changing host. 

The system allows importing the range of IP into 

the system. And then, check and modify the given 

input IP.After checking this process, implements the 

process that checks which nodes are connected in a 

LAN. By using the ARP method, the result can be 

view. And then look which kinds of process are 

avtive in each, and terminate the process from others. 
This protocol maintains the computer’s list of MAC 

addresses and the corresponding IP address for 

each MAC address. The ARP program communicates 

over the network via the Arp protocol, to maintain 

and view the computer’s list that matches up MAC 

addresses and IP address. Remember that the MAC 

address is a unique address of a NIC.To use ARP, 

type ARP at the Command Prompt. Using the 

appropriate switches (arguments or commands) will 

give you different information or perform different 

functions. In this system, we use ping, arp, ipconfig, 
tasklist, taskkill, shutdown commands. The “ping” 

command is used to Verify IP-level connectivity to 

another TCP/IP computer by sending Internet Control 

Message Protocol (ICMP) Echo Request messages. 

The receipt of corresponding Echo Reply messages 

are displayed, along with round-trip times. Ping is the 

primary TCP/IP command used to troubleshoot 

connectivity, reachability, and name resolution. The 

“arp” command is used to Display and modifie 

entries in the Address Resolution Protocol (ARP) 

cache, which contains one or more tables that are 

used to store IP addresses and their resolved Ethernet 
or Token Ring physical addresses. There is a separate 

table for each Ethernet or Token Ring network 

adapter installed on computer.  The “ipconfig” 

command is used to Displays all current TCP/IP 

network configuration values and refreshes Dynamic 

Host Configuration Protocol (DHCP) and Domain 

Name System (DNS) settings. Used without 

parameters, ipconfig displays the IP address, subnet 

mask, and default gateway for all adapters. The 

“tasklist” command is used to display a list of 

applications and services with their Process ID (PID) 
for all tasks running on either a local or a remote 

computer. The “taskkill” command is used to end one 

or more tasks or processes. Processes can be killed by 

process ID or image name. The “shutdown” 

command is used to Allows you to shut down or 

restart or shut down abort a local or remote computer. 

Used “l” parameters, shutdown will logoff the 

current user on local hosts.  Use this command 

prompt in java programming and implements this 

system. The “Systeminfo” command displays 

detailed configuration information about a computer 

or remote computer and its operating system, 

http://searchcio-midmarket.techtarget.com/sDefinition/0,,sid183_gci212254,00.html
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including operating system configuration, security 

information, product ID, and hardware properties, 

such as RAM, disk space, and network cards. The 

“driverquery” command displays a list of all installed 

device drivers and their properties. The 

“pagefileconfig” command enables an administrator 
to display and configure a local or remote system's 

paging file Virtual Memory settings. The “getmac” 

command returns the media access control (MAC) 

address and list of network protocols associated with 

each address for all network cards in each computer, 

either locally or across a network. 
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ARP Process
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        Figure 4: The ARP Process 

 

The system will show the remote shutdown, 

remote tasklisk, remote taskkill, remote restart, 

remote shutdown abort process. It can also show the 

process of remote system information, remote driver 

query, remote virtual memory setting 
(change,create,delete,query)  and show using 

protocol the host use. 

 

 
 

      Figure 5 : Implementation of the system 

 

 
 

Figure 6 : Implementation of the local or remote 

system’s driver list 

       



  

 

Figure 7 : Implementation of the local or 

remote system’s information 

 

 

Figure 8 : Implementation of the local or remote 

system’s virtual memory settings 

      

 

Figure 9 : Implementation of the local or 

remote system’s task list 

  

 To implement this system, need platform 

Java 2 Standard Edition (J2SE) version <jdk 1.6.0> 

and Micorsoft Window XP Service Park 2. Moreover 

changing system setting is needed.(Control 

Panel/Administrative tools/Local Security 

Policy/Local Policy/ Security setting/Network access: 

Sharing and security model for local accounts --- 

Classic-local users authenticate as themselves.) 

 

6. Limitation 
 

It is done as a Local Area Network (LAN) system 

which needs to develop with further extension of 

WAN. 
It can extend to look or change remote 

computer’s other system information, system setting, 

to use remote desktop application, remote computer’s 

chatting  and  remote computer’s control system. 

 

7. Conclusions 
 

This system represents a simple and efficient tool 

based on the ARP Method. This tool is easy to 

implement, requiring a simple data structure to keep 

some information in each iteration. The experimental 

results demonstrated that the accuracy of each 



  

command process. From the implementation results, 

we can conclude that the accuracy of ARP. 
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