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of internet services today, thousands of millions

Abstract people are using internet daily for communication.
Bandwidth of internet is growing wider and
wider, and price of computer related devices is
becoming cheaper and cheaper but security risks
are highly raised. Fast improvement of the
finternet and digital information revolution caused
major changes in the overall culture. Audio data
hiding method is one of the most effective ways to
| Protect our privacy. Audio data hiding can also be
used for the protection of copyrighted digital
media, and to the government for information

ystems security and covert communication.

sers can use audio cover channel to send
security information without being detected and
Iattacked by hackers easily, significantly reducing
Mulnerability to snooping and other attacks. It can
also be used in forensic applications for inserting
hidden data into audio files for the authentication
of spoken words and other sounds, and music
commercial for the monitoring of the songs over
broadcast radio.

Audio Steganography can be
characterized by a number of defining properties
as transparency, fidelity and capacity, which are
'most important for audio steganography.
Transparency evaluates the audible
n due to signal modifications like

Audio Steganography is an art of hiding
secret information within multimedia objects to
prevent unauthorized persons. Information hiding
technique using audio sound files is a new kind o
secret communication  technology. Fast
improvement of Internet and digital information
revolution caused major changes in the overal
culture. Audio data hiding method is one of the
most effective ways to protect our privacy.
Nowadays, embedding message within audio file
is still challenging problems. In this paper, we
present one of the problem transformation
method, PGSL algorithm is used for secure digital
audio Steganography. Message bits are embedde
within the best points of audio file through PGSL
to have high security as well as robustness.

1. Introduction

The rapid development of multimedia
and internet allows for wide distribution of didita
media data. It becomes much easier to edit
modify and duplicate digital information. Besides
that, digital documents are also easy to copy anddistortio

distribute, _therefpre it W.i" be fac_ed by. many message embedding or attacking. In most of the
tbhreats. It is a big sec?n(tjy and privacy issue, it applications, the secret data insert within audio
ecome necessary to find appropriate protectiongq \ihoyt affecting the perceptual quality ofth

beca.u_sga Off tr;]e _S|]9n|f|ca_nce, Saccuracy ?}ndaudio host signal to robustness and withstand
sens!gvny of t ? r:n orm;m_on. teﬁgr;]ograp:j y against intentional and unintentional attacks.
considers one of the techniques which used to Fidelity measures perceptual similarity

protect the important information. Steganographybetween cover object and stego object. However,

can b_e_ used in a large amount of data formats Mthe guality of the stego audio is usually degraded,
the digital world. The most p_opular data formats either intentionally by an adversary or

used are .omp, .doc, .gif, .jpeg, .mp3, .txt andunintentionally in the transmission process, before
wav. a person perceives it. In order to meet fidelity
constraint of the embedded information, the
perceptual distortion introduced due to embedding

Information hiding technique using
Audio sound files is a new kind of secret
communication technology. With the popularity



should be below the masking threshold estimated Wang et al [3], propose an audio
based on the HAS and the host media. watermarking algorithm based on HAS principles.

Capacity in data hiding indicates the total The procedure involves selecting an audio clip
number of bits hidden and successfully recoveredimmediately after a loud sound. The clip is

by the Stego system. transformed to the frequency domain and spectral
components adjacent to high peaks are selected. A
2. Reated Work combination of a pn-sequence and secure data is

embedded in a frequency band. Detection is
fachieved by autocorrelation properties of pn-
equences. High embedding capacity is achieved
y QAM modulation techniques. In [7], Tian

proposes an integer wavelet transform based
dyvatermarking algorithm. The algorithm uses the

Spectrum coding [6]. General methods used (INf€ger wavelet transform to obtain the integer
coefficients in the transform domain. The binary

lower sensitivity of Human Auditory System ) b _ S
y y Sy ) by representation of the coefficient is looked at and

a little changing of frequency, phase and . ) . ) .
amplitude of audio sound files have also beendn additional bit representing secure information
proposed is added, thereby ‘expanding’ the coefficient. A

In Low-bit encoding, the binary version location map is embedded that identifies the

of the secret data message is substituted with th@ixeIS that are .changed. T"k.i and Begx . [.4]’
least significant bit (LSB) of each sample of the propose an algorithm for encoding a 35 bit digital

audio cover file [2], [5]. Though this method is signature onto the audio component of a television

simple and can be used to embed larger message§i,gna|'

the method cannot protect the hidden message167 . The.ddig?tal rs;igngtzre iSGZnCES'Ed using
from small modifications that can arise as a result sinusoids in the 2.4 to 6.4 KHz range,
of format conversion or lossy compression. specifically cho_sen as human sensitivity declines
Phase coding is based on the fact that thecompare_d to |tshpeak tat 1 KHz.d'I:[heth16g_
phase components of sound are not as perceptibl equencies aré chosen to correéspond o e bin
to the human ear as noise is. Message bits ar equencies of the 4096. point FFT Of. the original
encoded as phase shifts in the phase spectrum ofi?iUdlo segment. The digital signature is t_hen added
digital signal. This leads to inaudible encoding in to the audio component. The signature is detected

terms of the Signal-to-Perceived Noise Ratio by comparing the magnitude of adjacent FFT bins

( SPNR ). A characteristic feature of Phase codingt0 a threshold and making a decision. .
To secure between sender and receiver,

is the low data transmission rate owing to the fact . :

that the secret message is encoded only in the firsthe new.h|gh secure audm steganography method

segment of the audio signal. An increase in the(PGSL) is proposed in this work.

length of the segment would have a ripple effect

by altering the phase relations between the3:- Background

frequency components of the segment; thereby

making detection easier [6]. Hence, the Phase Propose System performs global search

Coding method is normally used only when a using PGSL algorithm by sampling the solution

small amount of data embedded. space using a probability density function (PDF)
Spread Spectrum Coding method 5preadsWithin audio file. The beginning of SearCh, a

the secret message across the frequency spectrukliform probability density function is assumed

of the audio signal. Spread Spectrum codingfor entire search space. Probabilities in these

method can perform better than LSB coding andregions are increased when good solutions are

Phase coding techniques [6]. However, like LSB found. Better sets of points are found in the

coding method, Spread Spectrum method carneighborhood of good sets of points. Search space
introduce noise to the audio file. is narrowed down so convergence is achieved.

There has been a significant amount o
research on audio steganography. The previou
methods have been proposed in the Audio
Steganography are Low-bit Encoding [2],[5],
Phase coding [6], Echo data hiding [6] and Sprea



PGSL algorithm includes four nested cycles:

-Sampling Cycle —
-Probability Updating Cycle Al(‘g'c?s‘;')le N Téansfqrm

-Focusing Cycle FET omain —
-Subdomain Cycle bGSL messag

Sampling Cycle- Number of samples are
generated randomly according to current
probability density function. Each point is
evaluated by user-defined objective function and
best point is selected.

Select best samples

Embed

Probability Updating Cycle- The sampling
cycle is invoked number of probability updating
cycle times. After each iteration, the probability
density function of each variable is modified
using the probability-updating algorithm. This
ensures that the sampling frequencies in regions
containing good points are increased and regions
containing bad solutions are decreased.

Audio File ( Stego )

Fig: Approach Diagram
Focusing Cycle- Search is focused on the
interval containing the best solution after a
number of Probability Updating Cycle, by further
subdivision of interval.

5. Expected Outcome

In this propose system where covert data is
is embedded into the coefficients of host audio
n(cover signal) in transform domain. Firstly,
potatistical measures of audio features are
calculated in the transform domain and the best
coefficients are selected and then best point is
searching by using Probabilistic Global Search
4. Propose System Lausanne algorithm to embed secret message. The

] inverse transform is applied to the modified
The propose system will resolve the coefiicients to form new audio sequence (stego
try to reveal hidden message and less embeddinghientional and unintentional attacks. All
embed the message bits in the best samples. MATLAB software. Propose method might be
support secure communication.

Subdomain Cycle- Search  space
progressively narrowed by selecting a subdomai
of smaller size center on the best point after eac
Focusing Cycle.

6. Conclusion

The propose system overcomes all the
restrictions made on the existing systems. It
provides to improve secure communication using
digital media, to design robust covert
communication system, to fulfill the requirement



of weak points and to develop information hiding [7].

of audio steganography which can offer high
embedding, unperceptibility and robustness.
According to the literature review, most of past
proposed system have not been perfect
requirements. Some research concerned human
imperceptibility, some desire capacity. Still weak
of security. To reduce the weakness of above
method, we will be used embedding message after
searching the best points and using PGSL
algorithm.Thus, our propose system might
improve higher secret covert communication,
higher imperceptibility of embedding, larger
payload and correct recovery of embedded
information and robustness.
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