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Abstract randomness of sequences obtained by iterating a
chaotic map. It presents an image encryption

Image information is important, especially in the algorithm using chaos mapping through simple
field of military. When those images are transmiitte Permutation of the pixels location as well as the
over the communication channel, it needs thetransformation of the gray scale value through
privacy. There are a lot of image encryption boolean XOR operation.
algorithms. Because of storing large size of pixels ~ This paper is organized as follows. Section 1 is
most of the functions are not appropriate for the the introduction, section 2 is related work.
image encryption. Cryptology is described in section 3. In section 4,

This paper presents an alternative symmetric- digital image encryption and chaos based encryption
key encryption a|gorithm for Securing imageS, are presented. Section 5 illustrates Baker map
namely Secure Image Encryption based on chaos€ncryption. Section 6 is the proposed system design
Generally, it comprises of three main components: and section 7 is the system implementation and
(1) horizontal-vertical ~transformation function Sample case study for Baker map algorithm. Section
(HVT); (2) shift function (S), and (3) gray scale 8 is the conclusion and future work of the system.
function (GS). HVT function is based on a two-
dimensional chaotic map that utilized Baker's map 2. Related Work
algorithm. GS function extends the algorithm to
three-dimension, whereby, the third dimension sefer Image data transmitted are characterized in term
to the level of the grayscale of a pixel. This secu of privacy, integrity and authenticity thought piabl
image encryption applies to encrypt military image network. Thus keeping secret of image data isrggtti

such as Maps, Buildings, Army forces, etc. more and more attention. Conventional cryptosystem,
such as DES, is not suitable for image encryption
1. Introduction because of the special storage characteristicsnof a

image. Most of the conventional image encryption

Image information has become important algorithms are based on position permutation.
because of its vitality and visualization. Some gma The idea of using chaos in data encryption has
data transmitted are characterized in term of psiva been introduced and discussed in, for instance,
integrity and authenticity through the public netiwo  [Fridrich, 1997, 1998; Li et al., 2002; Mao & Chen,
Images transferring in the network must not bejsubl 2004, Chen et al., 2004; Scharinger, 1998]. It has
and both sides of communication must implementbeen shown that chaos-based algorithms have
secure communication, such as photographs fromadvantages in applications of bulk data encryption,
military satellite, drawings of military establisient. which make use of two special features of chaotic

Conventional Cryptosystem, such as DES, is notmaps - the SensitiVity to initial conditions and
suitable for image encryption because of the speciaParameters and the mixing property (topological
storage characteristics of an image. The commontransitivity or ergodicity), [Fridrich, 1998; Kooew,
method of protecting the digital documents is to 2001; Kocarev & Jakimovski, 2001; Masuda &
scramble the content so that true message of theétihara, 2002]. Sensitivity to initial conditions anes
documents is unknown. The main aim of digital that when a chaotic map is iteratively appliedvo t
image scrambling is to transform a meaningful image €xtremely close initial points, the iterates quyckl
into a meaningless or disordered image in order todiverge, and become uncorrelated in the long term.
enhance the power to resist invalid attack anaiin t ~ This in image encryption, since two adjacent pixels
enhance the security. This paper is based on thén image are highly correlated but while using a
characteristics of chaos, which are sensitivity of chaotic map, they will be uncorrelated after selvera
parameters, sensitivity of initial points, and rounds of iteration. Sensitivity to parameters eaus



the properties of the map to change quickly whene Public Key Cryptography (PKC): Uses one key
slightly perturbing the parameters on which the map for encryption and another for decryption.
depends. This property of the parameters is jkst li « Hash Functions: Uses a mathematical
that of a cipher key, therefore, in a chaotic based transformation  to  irreversibly  "encrypt"
encryption scheme, those parameters are often used information [2].

as keys. Mixing is the tendency of the system to

quickly blend small portions of the state space ant @N B

intricate network of filaments. This character edso plaintext ——————— ciphertext

make correlated information become scattered all ) ]

over the phase space. These characteristics form 5wt (Yers) evptography. SKC ses  siele ey for beth
basis of chaotic data encryption. Two-dimensional

baker map is used to compose a fast and secur N 0\"
image encryption scheme.

laintext

plaintext ————— > ciphertext ——— —plaintext

B) Public key (asymmetric) cryptography. PK.C uses two keys, one for
encryption and the other for decryption.

3. Cryptography
hash function
Cryptography can be defined as the practice and plaintext ————— ciphertext
StUdy of h|d|ng information. In modern timeS, C) Hash function (one-way cryptography). Hash functions have no key
Cryptography is considered a branch of both since the plaintext is not recoverable from the ciphertext.
mathematics and computer science, and is affiliated

closely with information theory, computer security, Figure 1. Three Types of Cryptography
and engineering. Cryptography is used in applioatio .
present in technologically advanced societies; Figure 1 presents three types of cryptography;

examples include the security of ATM cards, Symmetric cryptography (secret key cryptography,
computer passwords, and electronic commerceWhere encryption and decryption use same key),
which all depend on cryptography. asymmetric cryptography (public key cryptography,
Encryptin is the process of converting ordinary Uses two keys) and hash function.
information (plaintext) into unintelligible gibbest.
Decryption is the reverse, moving from unintelligib 4. Digital Image Encryption
ciphertext to plaintext. A cipher is a pair of
algorithms which creates the encryption and the The main aim of digital image scrambling is to
reversing decryption. The detailed operation of atransform a meaningful image into a meaningless or
cipher is controlled both by the algorithm and s.ke disordered image in order to enhance the power to
Keys are important, as ciphers without variableskey resist invalid attack and in turn enhance the sgcur
are trivially breakable and therefore less tharfuise This paper presents a scheme of digital image
for most purposes. scrambling based on the baker chaotic mapping.
Cryptography is the science of using mathematicsFirstly we use a cat chaotic mapping to disorder th
to encrypt and decrypt data. Cryptography enablespixel coordinates of the digital image and then
you to store sensitive information or transmitdt@ss perform exclusive OR operation between certain
insecure networks (like the Internet) so that rruat pixel value of the digital image and a chaotic ealu
be read by anyone except the intended recipientthat is dependent on the encryption parameters, the
While cryptography is the science of securing data,iterative time and the coordinates. This is a new
cryptanalysis is the science of analyzing and brngak  diffusion technique to uniform the statistical
secure communication. Classical cryptanalysis characteristics of the encrypted digital image.sThi
involves an interesting combination of analytical method is easy to realize, has satisfied scrambling
reasoning, application of mathematical tools, patte effect, and can be used as pretreatment for digital
finding, patience, determination, and luck. image hiding and disguising.
Cryptanalysts are also called attackers. Cryptology @ The approach adopts a divide-and-conquer,
embraces both cryptography and cryptanalysis. pattern-growth principle as follows: Sequence
There are several ways of classifying databases are recursively projected into a set of
cryptographic algorithms. They will be categorized smaller projected databases based on the current
based on the number of keys that are employed forsequential pattern(s), and sequential patterns are
encryption and decryption, and further defined by grown in each projected databases by exploring only
their application and use. The three types of locally frequent fragments.
algorithms are shown in Figure 1.
e Secret Key Cryptography (SKC): Uses a single
key for both encryption and decryption.



4.1 Chaotic Map

Chaotic maps present many desired cryptographic
qualities such as simplicity of implementation that
leads to high encryption rates, and excellent sicur
The chaos is an outer complex behavior produced by
the internal random property of the nonlinear dedin
system, which is a pseudo-random movement while it
looks like a random process. Today, chaos-basec
techniques have been involved in data securitigs an
confidential communication system.

The Chaotic presented Confusion and diffusion in
the sense of cryptography. Confusion stage permute:
the pixels in the image, without changing its viljie
In Diffusion stage, pixel values are modified
sequentially so that a tiny change in one pixel is
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spread out to many pixels. Chaotic mapping can be Figure2: Strech and Slack of generalized baker map

applied to image encryption, because it has the
sensitivity of initial value and the randomnesstiwi
the properties of sensitivity to initial conditioasd
control  parameters, pseudo-randomness
ergodicity, chaotic maps have been widely used in
data encryption.

5. Baker Map

In dynamical systems theory, the baker's map is amap will be denoted B(n1,

chaotic map from the unit square into itself. It is
named after a kneading operation that bakers a@pply

dough: the dough is cut in half, and the two halves
are stacked on one-another, and compressed.

5.1. Key Generation of Baker Map

and

Since an image is defined on a lattice of finitely
many points (pixels), a correspondingly discretized
form of the basic map needs to be derived. In
particular, the discretized map is required togssi
pixel to another pixel in a bijective manner. Baker
..., nhk), where the
sequence of k integers, n1, ..., nk, is chosen thath
each integer ni divides N, and n1 + ... + nk = N.
Denoting Ni = nl + ...+ ni, the pixel (r, s), wilhi <r
< Ni+ ni, and < s <N.

The baker's map can be understood as the

bilateral shift operator of a bi-infinite two-std#dtice
model. The baker's map is topologically conjugate t

the horseshoe map. In physics, a chain of coupled

6. Proposed System

In this paper, a baker chaotic mapping is to

baker's maps can be used to model deterministicdisorder the pixel coordinates of the digital image

diffusion. There are two alternative definitionstbé
baker's map which are in common use. One definition
folds over or rotates one of the sliced halves taefo
joining it (similar to the horseshoe map) and ttieeo
does not. Note that baker does not refer to a perso
so baker should not be capitalized.

Figure 2 is the stretch and slack of generalized
baker map with k blocks. Baker's map is a chaotic
map from the unit square into itself. It is naméera
a kneading operation that bakers apply to dough: th
dough is cut in half, and the two halves are stdcke

This paper presents two dimensional chaotic maps on
a square to create a hew symmetric block encryption
process. A chaotic map is first generalized by

introducing parameters and then discretized to a
finite square lattice of points which representetsx

or some other data items. Although the discretized
map is a permutation and thus cannot be chaotic, it
shares certain properties with its continuous

counterpart as long as the number of iterations
remains small. The discretized map is further

extended to three dimensions and composed with a

on one-another, and compressed. The Baker map, Bsimple diffusion mechanism. As a result, a symroetri

is described with the following formulas
B(x, y) = (2%, y/2) when & x < %2
B(x,y) = (2x -1, y/2 + 1/2) when 1£1

block product encryption scheme is obtained. To
encrypt an N x N image, the ciphering map is
iteratively applied to the image. The constructain
the cipher and its security is explained with tive-t
dimensional Baker map.

This paper presents secured image encryption,
based on a two-dimensional chaotic Baker’s
mapping.Secure Image Encryption consists of three
main components:



« horizontal-vertical transformation function - scale function is applied to encrypt the pixels.
based on two-dimensional chaotic map using Reversed processes are performed to decrypt the
Baker's map algorithm image. Kseg is used in every step of Baker map

« shift function function and Kr is used to iterate the Baker map

e gray scale function - extends the algorithm to Process.
three dimension
7. System Implementation

6.1. Process Flow of the System This paper presents an implementation of image
encryption process by Java programming language.
Process flow of the system is as follows. ChaosJdk 1.5 is used to develop the system. Unlike other
Map algorithms depends on the initial values or encryption algorithms, key is generated based en th
system input. 256 bit key is separated into key dimensions of the image rather than user provides t
segments for the encryption process. Encryptionkey. Summation of keys generated by the baker map
process is performed based on Kr times. Image isis the length of the image. Each key is the divisor
partitioned into square blocks, and padded to coverthe length.
the entire image. It consists of three steps as
explained above in the proposed system. Each block 1. Encryption Process
is encrypted according to those steps, and cipher
blocks then combined to get the cipher image. The encryption process comprises of three main
The inputs to the system are the image to befynctions:
encrypted and the key value. Image of size m X n,Function 1: Baker's transformation
where m and n represents row and column of the r AT
‘Flkl '.7' S\'I (

image respectively. f(x, y) = gray scale value of a B, L(r — Nj)+ 38 mod i,
pixel at position x and y where 0 <<xm —1 and 0 < ™ ™

y < n -1. Before proceeding to the encryption _ N
process, the image will undergo an initial setup. n’f (S — g mod _) + Na')
Padding pixels are appended to the image so that th N i

image can be partitioned into square blocks of, $ize
x b. The encryption key K (Kseg , Kr) comprises of
two parameters and they are:

Size of segments in the block denoted by Kseg 7 {s1
s2, ..., sm}where s1 +s2 + ... + sm = b. Number of

gera_ltmI?sddenotgd bthr.I Thle ?umber. of(;tgr?tlons This function changes the gray scale level of the
asically determines the level of security. Obvigus pixels by performing a simple bitwise nonlinear

a higher number of iterations increase the fooqpack operation, that is f (xI +1, yk) = f0ylK)
computational time but it enhances the securitthef XOR f(xl +1, yk) for k = 0 — (b-1) and | = 0 - (b1

(xj, yi) and (xj+1, yj+1) are the j-th and the j#i-
states, respectively. The key is K = [k1, k2, kt],
that satisfies the condition proposed in above
equation.

Function 2: Nonlinear feedback substitution

cipher image. Function 3: Shifting pixels in the rows
To further randomize the transposition of the pExel
L pixels in each row will be rotated to the left wih1,
!ﬁ [_Crvpeomatem | 2, 3 or 5 shifts depending on the value of modulus
e e e Hs.,.mm,o“ H sl ‘ (row number).

Cipherimage
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Figure 3: Overview Process flow of the System

Overview process flow of the system is shown in
Figure 3. There is input image with segmentation ke
and looping key. First input image is padded to get
the square block. Then baker map function and shi
function are applied to permute the pixels and Gray



Figure 4. Encryption Process Flow of System; and there are a lot of initial parameters. Theeefor
original input image, Padding Image, processing of unauthorized users can not decrypt correctly using
function-1 and function-2, processing of function-3  cipher text-only attack even if they gain the secre
Figure 4 presents the encryption process flow ofimage illegally; using known plain-text attack, yhe
the system, where the first one is the originalgeya  still can not decrypt correctly without key even if
the second one is the image after padding to get th they know the algorithm. The image can be decrypted
square block, the next one is the image after bakeonly when they know both the key and the algorithm.

map is applied and the final one is the encryptedThis paper
encryption of image streams.

image.
7.2. Results and Discussions

This paper presents image encryption with Baker[l]
Chaotic Map algorithm. The characteristics of the
chaotic maps have attracted the attention of
cryptographers to develop new encryption
algorithms. As these chaotic maps have manyl2]
fundamental properties such as ergodicity, mixing
property and sensitivity to initial condition, sgst
parameter and which can be considered analogous t?s]
some cryptographic properties of ideal ciphers such
as confusion, diffusion, balance and avalanche
property etc. With Chaotic based system, the
following advantages can be obtained: [4]
» The encryption system is computationally secure.

It requires an extremely long computation time

to break. Unauthorized users should not be able

to read privileged images.

» Encryption and decryption process is fast enough
not to degrade system performance. The
algorithms for encryption and decryption must
be simple enough to be done by users with a[6]
personal computer.

» The security mechanism is flexible.

This system is tested with P IV computer with
Intel (R) Pentium (R) Dual CPU 2.20 GHz and 1.99
GB of RAM. According to the experimental results,
this system is very effective to uniform the state
characteristics of the encrypted graph, and the
efficiency of this method is very high. The key is
main the controlling parameter and encryption [8]
parameter for the cat map. Obviously, the moregime
we encrypt, the larger the key space can be. For
example, if we do the encryption only once, for a [9]
graph of 64 x 64, the key space can only be 212.
However, if we do the encryption 4 times, the key
space for the system can be 216x4 . Furthermage, th
key space is also dependent on the size of thehgrap
i.e. the larger the graph is, the larger the kecsps.

(5]

(7]

8. Conclusion

This paper presents an image encryption scheme
for image based on Baker chaotic map, which can
overcome the problem of high security. This
algorithm highly depends on the initial parameters

can be further extended into the
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