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Abstract -Nowadays, research area on network security is 

facing new challenges with the rapid increment of internet 

usage and possible attacks day by day. Intrusion detection 

technology is an effective approach to dealing with the 

problems of network security. In this paper, performance 

analysis of the proposed anomaly based intrusion detection 

system using modified FP-Growth algorithm is carried out 

based on several parameters. The proposed intrusion 

detection system is composed of three main parts: 

preprocessing, normal-attack detection and attack 

classification. KDD Cup’99 datasets are used as reference 

input dataset to experimentally analyze the performance of 

the system. Experimental results show that the proposed 

intrusion detection system offers preferable accuracy and 

false alarm rate while reducing the execution time. 

Keywords - FP-Growth algorithm, intrusion detection, data 

mining, anomaly, KDD-99 datasets 

I. INTRODUCTION 

The importance of security of the computer networks is 

continuing to increase as more business is conducted over 

the Internet. However, the security mechanisms almost 

always have inevitable vulnerabilities and they are usually 

not sufficient to ensure complete security of the 

infrastructure and to ward off attacks that are continually 

being adapted to exploit the system’s weaknesses often 

caused by careless design and implementation flaws. This 

has created the need for security technology that can 

monitor systems and identify computer attacks [1]. 

Intrusion Detection System (IDS) allows organizations to 

protect their systems from the threats that come with 

increasing network connectivity and reliance on 

information system. Intrusion detection systems are 

software or hardware systems that automate the monitoring 

of events occurring within a computer system or network 

[2]. 

Consequently, the research area for intrusion detection 

must be fresh with new challenges. Most of the researchers 

focus on how to identify malicious network behaviors and 

the characteristics of attack packets, and the way to identify 

attack patterns based on their analyses. Data mining is a 

popular technology to create real world applications in 

many fields, such as educational analysis, market basket 

analysis and clinical management. In recent year, 

researchers have explored Data Mining as a new important 

approach to the IDS.  

Mining the large volumes of intrusion detection audit 

data requires a lot of computational time and resources. 

Traditional data mining algorithms are overwhelmed by the 

sheer complexity and bulkiness of the available data. They 

have become computationally expensive and their 

execution time largely depends on the size of the data they 

are dealing with [3]. 

Although data mining-based intrusion detection system 

has demonstrated high accuracy, good generalization to 

novel types of intrusion, it has still challenges dealing with 

processing time. This paper develops and modifies the 

association rules mining (FP-growth) for intrusion 

detection system (IDS) to speed up the detection process 

and to give high accuracy.  

This paper is organized as follows. Section 2 describes 

related works on intrusion detection system. Section 3 

discusses the proposed system and methodology. Section 4 

analyses the performance of proposed IDS. Finally section 

5 draws the conclusion. 

II. RELATED WORKS 

In 1980, James P. Anderson presented a paper on 

“Computer Security Threat: Monitoring and Surveillance”. 

He focused on the collection of records that showed 

abnormal use of the system, such as use outside of time, 

abnormal frequency of use, abnormal l patterns of reference 

to programs or data. He also alerted the problem of the 

legitimate user that may has access to confidential data; it 

would be very difficult to record a feasible trail to detect 

some misuse. His paper was the first based on host 

intrusion detection and IDS in general [4]. 

The ADAM (Audit Data Analysis and Mining) system 

[5] is an anomaly detection system. It uses a module that 

classifies the suspicious events into false alarms or real 

attacks. It uses data mining to build a customizable profile 

of rules of normal behavior and then classifies attacks (by 

name) or declares false alarms. ADAM is a real-time 

system. To discover attacks in TCP dump audit trail, 

ADAM uses a combination of association rules, mining and 

classification. The system builds a repository of normal 

frequent item sets that hold during attack-free periods. 

Then it runs a sliding window online algorithm that finds 

frequent item sets in the last D connections and compares 

them with those stored in the normal item set repository. 

With the rest, ADAM uses a classifier which has previously 

been trained to classify the suspicious connections as a 

known type of attack, unknown type or a false alarm. 

Association rules are used to gather necessary knowledge 

about the nature of the audit data. 

The MADAM ID project at Columbia University has 

shown how data mining techniques can be used to construct 

an IDS in a more systematic and automated manner. 

Specifically, the approach used by MADAM ID is to learn 

classifiers that distinguish between intrusions and normal 

activities [6]. 

In [7], the MINDS project at University of Minnesota 

uses a suite of data mining techniques to automatically 

detect attacks against computer networks and systems. 

Their system uses an anomaly detection technique to assign 

a score to each connection to determine how anomalous the 

connection is compared to normal network traffic. Their 

experiments have shown that anomaly detection algorithms 

can be successful in detecting numerous novel intrusions 

that could not be identified using widely popular tools such 

as SNORT.  
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WiFi Miner [8] is for dealing with intrusion detection in 

wireless networks. It is capable of finding frequent and 

infrequent patterns from pre-processed wireless connection 

records using infrequent pattern finding Apriori algorithm. 

This online Apriori-infrequent algorithm improves the join 

and prune step of the traditional Apriori algorithm with a 

rule that avoids joining item sets not likely to produce 

frequent item sets. An anomaly score is then assigned to 

each packet (record) based on whether the record has more 

frequent or infrequent patterns. Connection records with 

positive anomaly scores have more infrequent patterns than 

frequent patterns and are considered as anomalous packets. 

The authors described a solution that eliminates the need 

for hard-to-obtain training data in wireless network 

environments, and increases intrusion detection rate and 

reduces false alarms. 

In [9], the authors introduced about Data mining 

technology which can be applied to the network intrusion 

detection, and can improve the precision of the detection. 

Basically in this paper, author has presented the study of an 

example running to contract two algorithms. Presented 

results have shown that the fuzzy rule mining algorithm is 

more convenient than Apriori algorithm to mine mass 

network log database. 

Association rule mining plays an important role in the 

literature of data mining. It poses many challenging issues 

for the development of efficient and effective methods. 

Apriori [10] and FP-Growth [11] can be the most 

representative algorithms for association rule mining, 

which are commonly used in network intrusion detection 

systems. 

The FP-growth algorithm is the most widely used 

algorithm for mining frequent item-sets, which is also an 

algorithm for mining association rules without candidate 

set. In [12], the authors use FP-tree structure and FP-

growth mining method to extract features based on FP-tree 

without candidate generation. FP-Growth is just accord 

with the system of real-time and updating data frequently 

as Network Intrusion Detection System. They employed 

DARPA intrusion detection evaluation data set to train and 

test the feasibility of the proposed method. Their 

experimental results showed that the performance is 

efficient and satisfactory. With FP-Growth algorithm, the 

use of divide and conquer strategy to decompose a problem 

into smaller sub-problems in finding frequent patterns from 

FP-tree needs large memory when mining large database 

and its running speed is slow. If the memory cannot hold a 

large number of conditional FP-tree branches, there will be 

a performance bottleneck. Mining large data sets may lead 

to failure [13], [14]. 

In [15], an efficient intrusion detection system is 

proposed by using modified FP-Growth algorithm to 

minimize the processing time while achieving high 

accuracy of detection rate.  

In this paper, performance of the proposed intrusion 

detection system on processing time, accuracy, precision 

and false alarm rate are evaluated with different parameters. 

As well, performance compares with traditional FP-Growth 

algorithm are also carried out and presented in the 

evaluation section. 

III. PROPOSED INTRUSION DETECTION SYSTEM 

The proposed system is composed of three main phases: 

preprocessing, normal-attack detection and attack 

classification. Fig. 1 shows the detailed system flow 

diagram of the proposed intrusion detection system. 
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Fig. 1System Flow Diagram 

 

As an incipient preprocessing phase, the proposed 

system collects the packets log files of the network traffic 

packets and extracts the utility attributes from these log 

files.  In this system, the KDD Cup’99 datasets are used as 

reference input dataset. In the first stage of preprocessing 

phase, the user loads KDD log file into the system and 

collects transactions from the KDD dataset. In the second 

stage, every attributes or features of each transaction in the 

collected dataset are extracted and indexed. These attributes 

are predefined as system attributes for the proposed 

anomaly based intrusion detection system. In the third stage, 

predefined attribute are catalogued while filtering other 

attributes. Finally, filtered KDD dataset is fetched to the 

detection phase. 

In normal-attack detection phase, modified FP-Growth 

algorithm is used to find item sets and anomaly score 

technique is used to determine whether the input 

transaction is normal or attack. In the first phase, modified 

FP-Growth algorithm is developed to find out the frequent 

item sets of incoming transactions database. After scanning 

the original database, the count of the each item in the 

database is found. And then, infrequent items database is 

created by cataloguing from the original database. From the 

infrequent items database, modified FP-growth tree is 

constructed and item sets will be got. After that anomaly 

score phase are executed to detect the normal and attack 

transaction. The anomaly score assigns +n to every n-item 

set which is infrequent. The anomaly score assigns -n to 

every n-item set which is frequent. An item set whose 

frequency is 1 can be assigned as infrequent. The items set 

whose frequency is greater than 1 can be assigned as 

frequent. The positive total score is decided as an attack. 

Otherwise negative total score is normal packets. 
In the classification phase, the proposed system uses rule 

based approach to classify the detected attack into the 
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different types of attack. For the proposed system, J48 

algorithm is used to classify the types of attack. J48 is an 

open source Java implementation in the WEKA data 

mining tool. After importing the trained dataset, WEKA 

tool generate the IF-THEN Rules and generate dynamic 

java codes. According of the filtering with the J48 rule 

algorithm, proposed system will generate the classified 

attacks such as DoS or U2R or R2L or Probe. 

IV. PERFORMANCE ANALYSIS OF PROPOSED INTRUSION 

DETECTION SYSTEM 

The proposed system is implemented using Java 

programming language. KDD Cup’99 datasets are used as 

reference input dataset. 

A. Execution Time 

This section describes performance analysis on 

execution time using traditional FP-Growth algorithm (FP) 

and modified FP-Growth algorithm (MFP). An intrusion 

detection system that performs its analysis as quickly as 

possible enables the security officer or the response engine 

to promptly react before much damage is done. Thus, it 

prevents the attacker from subverting the audit source or 

the intrusion detection system itself. The system’s response 

is the most important step when combating an attack [16]. 

The experiment is tested by using data transactions 

from 500 to 5000 by 500 increments. Comparison between 

the resulting execution time using modified FP-Growth 

algorithm and traditional FP-Growth algorithm for different 

number of transactions are illustrated in Table 1 and Fig. 2. 

TABLE I 
EXECUTION TIME COMPARISON 

Trans  FP MFP 

500 3278 2420 

1000 7739 6444 

1500 14419 12746 

2000 19664 17998 

2500 29612 27521 

3000 33122 31623 

3500 35416 33495 

4000 42342 39970 

4500 45821 43730 

5000 46712 43917 

 

 

Fig. 2 Execution Time Performance Measures of Modified FP-Growth 

According to the comparative results from Table 1 and 

Fig. 2, modified FP-Growth algorithm performs faster than 

traditional FP-Growth algorithm in all cases. 

B. Analysis with Additional Parameters 

An effective Intrusion Detection System (IDS) requires 

high accuracy and detection rate as well as low false alarm 

rate. In general, the performance of IDS is evaluated in 

term of accuracy, detection rate, and false alarm rate. 

Recently, false alarms rate and accuracy of detection are 

happened to be the most important issues and challenges in 

designing effective IDSs. There are many measures 

available for evaluating the effective of IDS on predictive 

ability to give a correct classification event to be attack or 

normal behavior. 

Table 2 illustrates for major measures: true negatives 

(TN), true positives (TP), false positives (FP) and false 

negatives (FN); which is also known as the confusion 

matrix. True negatives as well as true positives correspond 

to a correct operation of the IDS; True negatives (TN) are 

events which are actually normal and are successfully 

labelled as normal, true positives (TP) are events which are 

actually attacks and are successfully labelled as attacks. 

Respectively, false positives (FP) refer to normal events 

being classified as attacks; false negatives (FN) are attack 

events incorrectly classified as normal events. Equations 1 

to 3 describe mathematical formulas for evaluating the 

performances of proposed system based on parameters in 

the confusion matrix [17]. 

TABLE III 
CONFUSION MATRIX 

Actual Class 
Predicted Class 

Normal Attack 

Normal True negative (TN) False positive (FP) 

Attack False negative (FN) True positive (TP) 

 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
𝑇𝑃+𝑇𝑁

𝑇𝑁+𝐹𝑃+𝐹𝑁+𝑇𝑃
    (1) 

 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =
𝑇𝑃

𝑇𝑃+𝐹𝑃
    (2) 

  

𝐹𝑎𝑙𝑠𝑒 𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒 𝑅𝑎𝑡𝑒 =
𝐹𝑃

𝐹𝑃+𝑇𝑁
   (3) 

 

Table 3 shows resulting confusion matrix of various 

numbers of input data transactions from 500 to 5000 using 

proposed system. 

TABLE IIIII 
TP, TN, FP AND FN (CONFUSION MATRIX) 

500Trans  1000Trans  2000Trans 

N-N 

(TN) 
438 

N-N 

(TN) 
937 

N-N 

(TN) 
1870 

N-A 

(FP) 
16 

N-A 

(FP) 
13 

N-A 

(FP) 
30 

A-N 

(FN) 
12 

A-N 

(FN) 
18 

A-N 

(FN) 
33 

A-A 

(TP) 
38 

A-A 

(TP) 
32 

A-A 

(TP) 
67 

3000Trans  4000Trans  5000Trans 

N-N 

(TN) 
2798 

N-N 

(TN) 

373

7 

N-N 

(TN) 
4691 

N-A 

(FP) 
52 

N-A 

(FP) 
63 

N-A 

(FP) 
59 

A-N 

(FN) 
31 

A-N 

(FN) 
54 

A-N 

(FN) 
40 

A-A 
(TP) 

119 
A-A 
(TP) 

146 
A-A 
(TP) 

210 

 

Fig. 3 illustrates the experimental results on accuracy of 

the proposed system and traditional FP-Growth, which are 

calculated based on equation (1). According to the results, 

proposed system shows around 95% to 98% accuracy. 

Therefore, the proposed system offers stable and good 
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accuracy as traditional FP-Growth while minimizing the 

execution time of FP-Growth algorithm. 

 

Fig. 3 Accuracy of proposed system 

Experimental results on precision of the intrusion 

detection system using proposed modified FP-Growth and 

traditional FP-Growth which are estimated using equation 

(2) are presented in Fig. 4. 

 

Fig. 4 Precision of proposed system 

Precision is how many records are correctly classified 

by the system. Precisions are also calculated for various 

numbers of input data transactions (from 500 to 5000). 

Results indicate that the proposed system gives the 

precision rate around 69% to 78%. 

Additionally, performance of proposed intrusion 

detection system and traditional FP-Growth algorithm on 

false alarm rate are also evaluated. False alarm rate (FAR) 

refers to the proportion that normal data is falsely detected 

as attack behaviour. Fig. 5 shows false alarm rates for 

modified FP-Growth algorithm and traditional FP-Growth 

algorithm by using equation (3). Both systems have very 

low false alarm rate of under 3%. From 1000 to 5000 

transactions, the false alarm rates are 1% and 2% only. So, 

the system effectively reduces the false alarm rates while 

increasing the accuracy of the system. 

 

Fig. 5 False Alarm of proposed system 

V. CONCLUSIONS 

In this paper, performance of the proposed data mining-

based network intrusion detection system using modified 

FP-growth is analysed based on execution time, accuracy, 

precision and false alarm rate. According to the 

experimental results, the proposed system significantly 

reduces the execution time of the FP-Growth algorithm. 

Moreover, the proposed system achieves accuracy of 95% 

to 98% and it also offers precision rate from 69% to 78% 

for different size of transactions. As well, it shows very low 

false alarm rate of around 3%. So the proposed system 

gives good accuracy and reduces the false alarm rate while 

reducing the processing time. 
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